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Abstract of the contribution: This contribution proposes the need for a means to ensure a UE in an idle state to determine the authenticity of a cell.
1. Introduction
In 3GPP systems, security is an integral part of system design and ensures confidentiality and integrity of the communication and also prevents replay attacks. So far the mobile communication system has been focused on providing AS secure communication only in the RRC connected state, and security aspects in RRC idle state are not considered.
In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE selects a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. 

As some services (and information related to the services) are offered to the UE in the RRC idle mode through AS signalling, it is necessary to consider and ensure the security of the AS in the RRC idle mode for the next generation systems.

2. Discussion

In LTE, when the UE is in idle state, it performs the following operations: 

a) Monitors paging channel to detect mobile terminated services (for example, incoming calls, connection request from server, etc.), system information change; 

b) Performs neighbouring cell measurements and cell (re-)selection; and 

c) Acquires system information. Additionally, UE may also obtain other service information in idle state, like: 

· UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

· UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

If the UE camps on a fake cell, then the attacker can easily mount denial of service attacks for the above services (as there is no protection applied). It is essential that the next generation wireless communication system provide mechanisms to enable UE to determine an authentic cell to camp during RRC Idle mode. One potential solution to mitigate is to verify whether the system information broadcasts are from an authentic source. 

3. Key Issue # x.y: AS security during RRC idle mode
3.1 Key issue details
In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).
So far the mobile communication system has been focused on providing AS secure communication in the RRC connected state and security aspects in RRC idle state are not considered. As some services are offered to the UE in the RRC idle mode through System Information Blocks, it is necessary to consider and ensure the security of the messages carrying the service/service information, even when the UE is in RRC idle mode for the next generation systems. 
3.2 Security threats
If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE for the following services obtained when the UE is in RRC Idle state:

 a) Detection of mobile terminated services (for example, incoming calls, connection request from application servers, etc.), system information change; 

b) UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

c) UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service, the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 
3.3 Potential security requirement

Next generation system shall provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.

4. Conclusion
In Next generation system, in order for the UE to obtain the desired service from the camped cell in idle state, it should camp on an authentic cell. The UE should also be able to validate that the system information received by the UE from the camped cell is authentic or not. 

We request SA3 to include Section 3 of this contribution in the TR 33.899 (Section 5) for further study.
