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Abstract of the contribution: This contribution proposes a session key enhancement scheme for the next generation networks. Considering the security threats due to the SIM-leakage as reported by GSMA and NGMN, we propose to use Diffie-Hellman procedure to enforce the forward secrecy of the session keys. 
1, Introduction
With the rapid development of the mobile Internet, more and more services, such as shopping and financial, are transferring from offline mode to online mode. Both the volume and the economic value of the information carried by the wireless communication network are increasing dramatically. This attracts a lot of attackers, both from criminal organization and government agencies, to break into the systems and collect important information. 
To secure the data communication, in the 4G LTE communication system, before a User Equipment (UE) and network can exchange data related to upper layer services, they first have to perform a mutual authentication and establish symmetric session keys to protect both the control and user plane data. The authentication of the UE and the network is based on the symmetric key technology. Both the UE and the network keep a copy of the symmetric key, which is a root key that can be used for authentication. To prevent the root key from being stolen, starting from 2G, the root key for User Equipment (UE) is kept in a separate computing device named as Subscriber Identity Module (SIM), which later evolved to Universal Subscriber Identity Module (USIM). The root key is inaccessible to the UE. Only the Home Mobile Network Operator (MNO) and the producer of the USIM card know the root key embedded in the USIM card.  
The root key of the UE is believed to be safe since only the MNO and USIM card producer can access the root key, and both of them are considered to be trustworthy. However, recent news from BBC reported that some government agencies have tried to break the system of the SIM card producer and steal root keys of users [1]. Once the root key is stolen, attackers can derive the session key by simply listen to the signaling exchanged between the UE and the network. With the keys derived, the attackers can decrypt the signaling and data exchanged between an attacked UE. This shakes the base of the current authentication and key management protocol design, i,e,, the root key preserved in the USIM card is inaccessible to the third party. To address the threat of stealing the root key of authentication, GSMA now is trying to suggest some guidelines for the industry to increase the robustness of the root key and also enhance the security of the session key generation [2]. One of the possible options is using Diffie-Hellman procedure to ensure the forward secrecy of the session key. This can enhance the security level of the session key from being derived when the root key preserved in the USIM card is exposed to the attackers. There are some research papers also suggesting using DH procedure in the 5G network [3][4]. 
Diffie-Hellman is a well known technology that can be used to enforce the forward secrecy of session keys. It has been adopted by many existing protocols such as IPSec [5] and Wireless Local Area Network (WLAN) technology. It prevents data transmitted over the air interface from being passively eavesdropped when root keys are stolen. Thus, incorporating DH procedure into the session key generation will be a good feature for the 5G communication network security.
2, Discussion- Why 5G Needs to Enhance the Session Key Generation
2.1 LTE Security Architecture
With the current LTE protocol architecture, protocols can be separated into two stratums, Non-Access Stratum (NAS) and Access Stratum (AS). The Non-Access Stratum defines a set of protocols in the Evolved Packet System that is used to convey non-radio signalling between the User Equipment (UE) and the Mobility Management Entity (MME) for an LTE, while the Access Stratum defines a function layer between the UE and the base station, which further consist of Radio Resource Control layer (RRC), PDCP (Packet Data Convergence Protocol), RLC (radio Link Control), and Medium Access Control (MAC) sub layers. 
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Figure 1: An Overview of the LTE/SAE Protocol Stack 

As one of critical functionalities of the LTE network, security functionalities are defined for both NAS and AS stratums, including authentication, NAS (Non Access Stratum) security and AS (Access Stratum) security. Authentication is the process of determining whether a current user is an authorized subscriber to the network, while NAS security and AS security are features required to securely deliver control signalling and data at NAS and AS levels. Figure 2 shows the procedures for the UE and the network authenticating each other, establishing NAS and AS layer security. 
The UE and the network authenticate each other based on a pair of symmetric keys, K, preserved at USIM of UE and the HSS at the network side with following procedures:

1. UE starts the authentication by sending an Attach request to the MME

2. MME sends an Authentication Data Request to the HSS. The HSS generates Authentication Vectors which includes AUTN, XRES and KASME with EPS AKA algorithm by taking in K, RAND, SQN and SN_ID as input, wherein RAND is a random number generated by the HSS, K is the shared root K between UE and HSS, SQN is a sequence number maintained by the UE and the HSS, and the SN_ID is the network ID. 
3. HSS returns the Authentication Vectors to the MME with the Authentication Data Response message. 
4. MME sends an Authentication Request message to UE, which includes the AUTN and RAND. 
5. After  receiving the Authentication Request from MME, the USIM on the UE generates an Authentication Vector with the shared K preserved in the USIM, the RAND received from MME, the SQN maintained by the USIM, and the SN_ID of the network UE attached to. If the AUTN generated by the USIM is the same as the AUTN received from MME, then UE authenticates the network. 

6. UE sends a Authentication Response to the MME with RES included in the message

7. After receiving the Authentication Response, MME extracts the RES and compares it with the XRES it has. If the RES is the same as the XRES, then MME authenticates the UE; else, authentication fails. If authentication is success, then both UE and MME have the session key, KASME, available at each other. 

After UE and network successfully perform the mutual authentication, they begin to negotiate and derive the NAS layer keys. As shown in the figure 2, UE and MME exchange a couple of messages and generate encryption and integrity protection keys, KNASenc and KNASint, with a predefined KDF function  using  KASME, Algorithm ID, and Algorithm Distinguisher as input. Algorithm ID and Algorithm Distinguisher are some predefined values. 

After NAS layer security negotiation finished, MME further generates KeNB based on the KASME and NAS Uplink Count. Then MME send the KeNB to eNodeB. eNodeB further exchanges a couple of signalling messages with UE and generates AS layer keys, including KRRCenc, KRRCint, and KUPenc, using a KDF function with KeNB, Algorithm ID, and Algorithm Distinguisher as input.  
Figure 3 shows how HSS and UE derives the keys based on the root key, random number, and sequence number etc. 
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Figure 2: LTE Authentication and Key Agreement Protocol
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a. HSS side                                                                       b. UE Side
Figure 3: LTE Authentication Vector Derivation at HSS and UE

2.2 Threats when the root key is exposed to the attackers
With the LTE authentication procedure specified, the output is KASME.  The HSS and the UE generate the session key KASME with EPS-AKA algorithm, which takes K, RAND, SQN, and SN_ID as input. For the four input parameters, K is a secret and is not accessible to attackers. For other parameters, the RAND can be obtained through passive listening; the SN_ID can be obtained using a modified UE; and the SQN is contained in the AUTN and can be extracted if K is available.  Figure 3 and 4 shows how the EPS-AKA algorithm derives the authentication vector at the HSS and the UE. Therefore, to obtain the KASME, the attacker only needs to obtain the secret K shared between the UE and the HSS. Hence, once the attacker knows the K, he can derive the KASME without any formidable difficulty. Once the attacker obtains the KAMSE, it can further derive all the NAS and AS layer encryption and integrity protection keys since the KASME is the only secret that is required to derive the NAS and AS layer keys. 

With the above analysis, we conclude that the symmetric key, K, shared between the UE and the HSS is the cornerstone of the LTE security. Once it is compromised, all the encryption and integrity protection keys used on the air interface are compromised.. To protect the K from being stolen, it is preserved in a secure device, named as USIM, at the UE side and in the HSS server at network side. In the designing of the 2G/3G/4G systems, the USIM card is assumed to be safe. Therefore, the security mechanism designed for LTE air interface is considered secure. 

However, recently, BBC reported that root keys that are supposed to be written into USIM cards are suspected to be stolen. This shook the foundation of the LTE security design since keeping the symmetric key in the USIM card is not as safe as previously imagined. Therefore, some mechanisms have to be redesigned to protect user data from being eavesdropped even if the symmetric shared keys preserved in the USIM card were stolen.       
3. Proposal
Considering the potential threats from SIM key leakage in the 3G and 4G networks, which cause session key disclosing to attackers, we propose that Diffie-Hellman procedure should be adopted to ensure the forward secrecy of the session key in the next generation networks. 
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5. Key issues and Solutions 
5.x
Security Area #x: <security area name> 

5.x.1
Security Assumptions
5.x.2
Key Issues
5.x.2.y
Key Issue #x.y: <Forward Secrecy of Session Keys>

5.x.2.y.1
Key issue details
The session key derivation methods adopted in the 4G networks do not does not support forward secrecy.

5.x.2.y.2
Security threats 
When the root key embedded in the eUICC/USIM exposed to the attacker，with the current session key derivation mechanism, it is possible for the attacker derive the session keys used in the past communication between UE and base station and further decrypt the historic data transmitted over the air interface.  
5.x.2.y.3
Potential security requirements
Forward secrecy mechanism should be provided in the session key derivation in the 5G networks.  It can be an optional feature for devices to choose when they associate to a network.
5.x.3
Solutions
5.x.3.z
Solution #x.z: Using Diffie-Hellman Procedure to Enforce Forward Secrecy of Session Key
5.x.3.z.1
Introduction  

Forward secrecy of session key is necessary for prevent user data from being decrypted when credentials in the USIM/eUICC cards are exposed. Diffi-Hellman procedure provides a secure method to establish shared secret keys between two parties over unsecure channel.
SA2 has proposed a unified authentication framework for 5G network to comply. The unified authentication framework is shown in figure xx-1. It consists of supplicant, CP-AU and AAA. 
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Figure xx-1: Unified Authentication Framework Proposed (adopted by SA2)
5.x.3.z.2
Solution details  
To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we propose an example procedure which is compatible to the 5G unified authentication framework. The procedure is as follows:, .
1. UE and AAA perform mutual authentication.  
2. UE and CP-AU derive KASME after mutual authentication. 

3. CP-AU generates Diffie-Hellman public key A.  

4. CP-AU sends Security Mode Command message to UE, which contains A and a MAC. 
5. UE decode A, and further generate a Diffie-Hellman public key B. UE also derive a symmetric key with Diffie-Hellman procedure. UE derive a session key with KDH and KASME.
6. UE sends Security Mode Complete message to CP-AU, which contains B and a MAC. 
7. CP-AU decodes B and derives a symmetric key KDH with Diffie-Hellman procedure. CP-AU derive session key with KDH and KASME.

Both UE and CP-AU own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integration protection. The Deffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure xx-2: Integration of Diffie-Hellman Procedure with Authentication and Key Generation Protocol
5.x.3.z.3
Evaluation 

5.x.4
Conclusions 

This contribution proposed a session key establishment scheme with Diffie-Hellman procedure embedded in the mutual authentication signalling messages between the UE and CP-AU. The proposed scheme improves the forward secrecy of the session key significantly over passive eavesdropping attack.
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