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service.
1Introduction	
[bookmark: OLE_LINK228][bookmark: OLE_LINK229][bookmark: OLE_LINK225][bookmark: OLE_LINK226][bookmark: OLE_LINK227][bookmark: OLE_LINK230][bookmark: OLE_LINK231][bookmark: OLE_LINK223][bookmark: OLE_LINK224][bookmark: OLE_LINK232][bookmark: OLE_LINK233]Next generation systems design are going to be service-oriented. This implies that there will be a special emphasis on security requirements that stem from the angle of services. As part of the security infrastructure, the authentication framework should efficiently and adequately support the new services.

2 Discussion
[bookmark: OLE_LINK250][bookmark: OLE_LINK251]Next generation network will be designed to serve not only new functions for people and society, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). For the traditional mobile system, the trust model is rather simple involving a subscriber (user) and the operator network, so the authentication mechanism is established between the user and the operator network for network access and operator services. The trust model doesn’t capture the evolved business and new services of next generation network. Since next generation network is aimed at supporting new business models and involves new factors, it must also support additional trust models, giving rise to extended requirements in areas such as authentication between various actors. For instance, a smart meter company may wish to provide management services for its own smart meters. 

For next generation network, the trust model may further include vertical services, so it’s necessary to establish a mutual trusted relationship between service and user with support by the network. In a similar way, the network can also use a 3rd party authentication service, for example for service-layer authentication and authorisation. Both can only be achieved in a secure way, if service and network trust each other. Regarding to this new trust model, which also represents a new business model, a new authentication framework related to operator and 3rd party services shall be considered in next generation network.

[bookmark: _Toc445245003][bookmark: _Toc445245129][bookmark: _Toc445247605][bookmark: _Toc445332118][bookmark: _Toc445372713][bookmark: _Toc445384182]In the SA1 SMARTER project, there are already some security aspects agreed about the authentication requirements related the service. 

[bookmark: OLE_LINK207][bookmark: OLE_LINK208]Excerpts from TR22.861:

Section 5.1.1.2

---

With the diversity of device types and access interfaces anticipated in the Internet of Things, a security mechanism needs to be designed to meet the service requirements, user and access requirements and deployment models

---

Section 5.21.2 Potential Service Requirements

---

The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish access to a 3GPP network.

---

Excerpts from TR22.891:

Section 5.45.3 Potential Operational Requirements

The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.
---

For SA2, Excerpts from TR23.799:

Key Issue 12: Authentication framework, it mentioned the following aspects:

---
- identify how authentication solution efficiently and adequately supports (for example in terms of scalability of security signalling traffic, new types/formats of subscriber identities, etc.,) different kinds of scenarios and applications, for example, massive deployment mIoT with low activity, UE supporting MBB service, vertical services, etc.
---
In conclusion, it’s nesscessary to redesign the authentication framework related the service for better supporting service in next generation network . 
3 pCR
It is proposed to include this key issue into the Security Aspects of the Next Generation System TR33.899.

[bookmark: OLE_LINK186][bookmark: OLE_LINK187][bookmark: OLE_LINK192]**************************BEGIN OF CHANGES ******************
[bookmark: _Toc419387430][bookmark: OLE_LINK190][bookmark: OLE_LINK189][bookmark: OLE_LINK188][bookmark: OLE_LINK193][bookmark: OLE_LINK194]5.x.2 Key Issue
5.x.2.y Key issue #x.y: Authentication Framework Related to Access and Services    
[bookmark: OLE_LINK236][bookmark: OLE_LINK237]5.x.2.y.1 Key issue details
The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.
The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.
This key issue would address the following general aspects:
· establishment of mutual trust and security between 3GPP network operator and a 3rd party service
· provide the authentication capability of the network to operator and 3rd party services 
· network uses the authentication capability of the service in order to enable service related or network access authentication
[bookmark: OLE_LINK238][bookmark: OLE_LINK239]5.x.2.y.2  Security Threats
Unauthorized access to operator authentication functions would cause the resource of operators to be  misused or overloaded.
[bookmark: OLE_LINK240][bookmark: OLE_LINK241][bookmark: OLE_LINK242][bookmark: OLE_LINK243]5.x.2.y.3 Potential Security Requirements
The authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.
The authentication framework shall be protected against misuse and overload.
The authentication framework shall support authentication for network and service access. 
The authentication framework shall support authentication based on network and service. 
The authentication framework shall support alternative authentication methods with different types of credentials.
**********************	END OF CHANGES	********************

