3GPP TSG SA WG3 (Security) Meeting #83
S3-160554
9-13 May 2016 San Jose de los Cabos (Mexico)
revision of S3-160549
Source:
LG Electronics
Title:
pCR to TR 33.885 V2X secure environment requirements
Document for:
Approval
Agenda Item:
8.8
Work Item / Release:
FS_V2XLTE / Rel-14
Abstract of the contribution: This contribution proposes requirements for key issue #3 V2X secure environment.
1. Introduction
This contribution discusses V2X secure environment key issues, and provides requirements based on security threats in TR 33.885 [1]. 
2. Analysis
As described in key issue #3, malicious modification of V2X messages could be dangerous for road safety applications. Key issue #3 includes security threats on storage (e.g. credentials, configuration), processing (e.g. measured data processing before forwarding), and driver/interface (e.g. from sensors to processing unit or storage). These can be translated to the following requirements:

V2X entities should be able to support the following secure environment requirements:
· V2X critical configuration data should be stored in secure storage, which is protected from an unauthorized access. 
· Cryptographic materials for V2X communication should be store in secure storage, which is protected from unauthorized access.

· Cryptographic materials should be confidentiality and integrity protected, when it leaves the secure storage for legitimate procedures for V2X communication.

· Provisioning of V2X critical configuration data or cryptographic materials (to V2X entities) should be protected from eavesdropping and modification. 
· The secure storage for V2X critical data and cryptographic materials might be preferably enhanced with offline protection or hardware assisted protection.

· Road safety critical operation of V2X data including cryptographic operations should be done in isolated and protected execution environment.

· Road safety critical measurement for V2X should be protected from unauthorized modification.

· All the software related critical V2X procedures aforementioned might be preferably integrity protected
For these requirements, different base solutions are available today:

· Secure storage: secure file system (software based), secure storage by secure execution (e.g. Smartcard, Trusted Execution Environment), HSM (Hardware Security Module), secure memory

· Secure execution environment: HSM, Smartcard or UICC, Secure Element, TEE, Virtualisation or Hypervisor, Application container

· Secure measurement interface: Secure device driver (usually come up with secure execution environment such as TEE)

However, since solutions are different assumptions, strengths and cost impacts, it is not clear if it is realistic to mandate and assure requirements. In addition, assurance program or attestation for trust maintenance could be highly complex and very costly, for which we need further study. 
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4. Proposal
*** Start of First Change ***
5.3
Key Issue#3: V2X Entities Secure Environment 
5.3.1
Key issue details

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
5.3.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 
· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable. 
5.3.3
Security requirements
V2X entities should be able to support the following secure environment requirements:

· V2X critical configuration data should be stored in secure storage, which is protected from an unauthorized access. 

· Cryptographic materials for V2X communication should be store in secure storage, which is protected from unauthorized access.

· Cryptographic materials should be confidentiality and integrity protected, when it leaves the secure storage for legitimate procedures for V2X communication.

· Provisioning of V2X critical configuration data or cryptographic materials (to V2X entities) should be protected from eavesdropping and modification. 

· The secure storage for V2X critical data and cryptographic materials might be preferably enhanced with offline protection or hardware assisted protection.

· Road safety critical operation of V2X data including cryptographic operations should be done in isolated and protected execution environment.

· Road safety critical measurement for V2X should be protected from unauthorized modification.

· All the software related critical V2X procedures aforementioned might be preferably integrity protected

Editor's Note: It is FFS how to maintain trust before and after deployment of V2X entities
*** End of First Change ***
