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1. Introduction
3GPP Rel-14 (TR 23.785, clause 6.1.2) describes procedures for V2X sevice authorization.  V2X messages transmission and reception for V2V/P services using PC5 interface is described in TR 23.785, clause 6.2.  Figure 1 and 2  (provided from TR 23.785, figure 6.1.2.1-1 and 6.1.2.1-2)) illustrate the high-level call flow for V2X service authorization.
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Figure 1: 
Figure 1: Pre-configuration for V2X Direct Communication 
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Figure 2 - Service authorization for V2X Direct Communication or both

Furthermore, clause 6.1.2.2 describe policy parameters/provisioning for one-to-all ProSe Direct Communication for V2X - excerpt from TR 23.785 – 6.1.2.2

“
1)  Authorization policy:
-
Same to 1) Authorization policy described in clause 4.5.1.1.2.3.3 of TS 23.303 [5].
2)  Radio parameters for when the UE is "not served by E-UTRAN":

-
Same to 3) Radio parameters for when the UE is "not served by E-UTRAN" described in clause 4.5.1.1.2.3.3 of TS 23.303 [5].

“

V2X Direct Communication authorization (i.e., policy/parameters configuration) and security over PC5 is not specified.  This contribution proposes a solution framework for V2X service authorization and establishment of secure communication for one-to-many (broadcast and closed-group) V2X direct communication.  

2. Proposal
It is proposed to agree the text proposal below for inclusion in TR 33.855.
#################### START OF CHANGE ###############################
6.x
Security for one to many V2X Direct Communication

6.x.1
Overview of one to many V2X Direct Communication

The One-to-many V2X direct communication consists of the following procedures based on TR 23.785: 
1. One-to-many V2X Direct communication transmission over PC5 interface for both broadcast and closed group messages (e.g., to support V2V in Platooning)

2. One-to-many V2X Direct communication reception over PC5 interface for both broadcast and closed group messages

Security for one-to-many V2X direct communication consists of bearer level security mechanism which is similar to that of ProsSe (specified in TS 33.303, subclause 6.2.3).
6.x.1.1
Security flows

6.x.1.1.1
Overview

The protection of one-to-many V2X communication proceeds as shown in the figure below. 

[image: image3.emf]V2X KMF + 

CA or KMS

UE1

UE2

V2X Control 

Function

1a. Service authorisation 

2a.i Key Request (Group ID or  Service ID, UE V2X  security capabilities) 

4a. Process 

received data

3a. Send protected 

user plane

1b. Service authorisation 

3b. Send protected 

user plane

0a. Configure

0b. Configure

0c. Configure 0d. Configure

4b. Process 

received data

2a.iii Key Response (Group Member ID or Service ID  Selected V2X Security, PMK ID, 

PMK, algorithm) 

2b.i Key Request (Group ID or service ID , UE V2X security 

capabilities) 

2b.iii Key Response (Group Member ID o Service ID  Selected V2X 

Security, PMK ID, PMK, algorithm) 

2b.ii Check 

algorithms

2a.ii Check 

algorithms

2a.iv MIKEY messages (Security  Credential / Policy  Provisioning) 

2b.iv MIKEY messages (Security  Credential / Policy  Provisioning) 


Figure 6.x.1.1.1 – Overview of Authorisation for V2X communication
0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the V2X  Key Management Function (KMF) or Certification Authority (CA) to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the V2X Key Management Function. 

NOTE 1: The V2X Key Management Function or Certification Authority (CA) is shown as a separate logical entity to allow the network operator to provision the radio level parameters and a 3rd party, e.g. V2X service Provider, to have control over provisioning the keys. If such a separation is not needed then the V2X Key Management Function or Certification Authority may be deployed as part of the V2X Control Function

0c and 0d:  For V2X closed group communication, the V2X Control Function and V2X Key Management Function may be configured with which subscriptions (either mobile subscriptions or identities binding with certificates) are member of which groups. The V2X Key Management Function may pre-select an encryption algorithm for each group based on a local policy.  
1a or 1b: The UE fetches the one-to-many communication parameters from the V2X Control Function.  For closed group communication, as part of this procedure the UE may get its Group Identity (for V2X closed group communication]) and is informed whether bearer layer security is needed for this group.  For broadcast communication, as part of this procedure the UE gets a list of services offered by the operators and affiliated service provider and is informed whether bearer layer security is needed for this service.  In either case, In addition the UE may be provided with the address of the V2X Key Management Function that it uses for obtaining keys for this group.  

2a.i or 2b.i: The UE sends the Key Request message to the V2X Key Management Function including the Group Identity of the group or Service ID (for broadcast services) for which it wants to fetch keys and UE V2X security capabilities (including the set of V2X security methods the UE supports). 

2a.ii or 2b.ii: The V2X Key Management Function checks whether the security methods is supported by the UE according to the UE V2X security capabilities, i.e. whether one the required security methods  is included in the set of V2X security methods the UE supports.

2a.iii or 2b.iii: The V2X Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful for a particular group for Service ID, this message contains the Group Member Identity OR Service ID and the selected V2X security method identifier that the UE should use for security credential / policy provisioning. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm. This message may also contain a PMK and associated PMK ID if the V2X Key Management Function decides to use a new PMK.

2a.iv or 2b.iv: The UE and V2X Key Management Function, with the aid of the V2X certification authority or Identity based Key Management services, execute the selected the security method to complete security credential / policy provisioning using MIKEY.

3a or 3b: The UE uses the provisioned security credential / policy to send / receive protected messages to / from another UE. 

6.x.1.1.1.1
UE Security Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.
The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp  - identity credential expiration time).

Editor’s Note:  Assigning a temporary identity to the UE is FFS.

UE can be configured with two sets of Identities / credentials (with two different time expiration time). Lifetime of identity/credential will be governed by security policy
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Figure 6.x.1.1.1.1
- UE Security Provisioning with Identity based Cryptography

               1. UE sends a request to Key Management Function to receive credentials for Identity Based Authentication 

1a. If UE is to act as a Signer and Verifier, Key Management Function sends a response, including identity based key materials as follows



SSK :  Signing Secret Key



PVT : Public Verification Token



KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

1b. 1a. If UE is to act as only Verifier, Key Management Function sends a response, including identity based key materials as follows




KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

2. UE sends request to Key Management Function to receive SAKKE key materials

2a. Key Management Function sends a response including  SAKKE key materials, as follows:



RSK :  Receiver Secret Key



KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

6.x1.1.1.2
UE Security Provisioning with Certificate

The UEs may be provisioned with the required certificate in advance. V2X certificate represents the certificate holder UE’s authority to participate in authorized V2X communication. For example, the road side unit (RSU) UE holds certificate that authorize it to send authority broadcast announcement on road. The issuing CA may be a third party provisioning V2X service, hosted by the KMF. 

Upon successful provisioning of certificate, the UE also receives a set of trusted root certificates of CAs for authenticating other authorized V2X UEs during its operation on road. 

As depicted in Figure 6.x1.1.1.2, The protocol for UE security provisioning using certificate consists of UE generating a self signed certificate for the service that wants to be authorized, confirmation that UE can be authorized for this service by V2X Control function, and delivering authorization cert to the UE.  
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Figure 6.x1.1.1.2
- UE Security Provisioning with Certificate

1. UE1 sends V2X Cert Request for a a specified service, offered and authorized by V2X Control Function 

1a. Cert Request includes a self signed cert issued by the UE.  The Cert data (described in the subsequent section) includes the service ID that the UE wants to be authorized,

2. V2X CA may exchange messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.

3. V2X CA sends back the signed UE1-Cert for UE1, CA  root cert, and a set of root certificates trusted by the V2X CA toUE1, to be installed as UE1’s trust anchor.

4. V2X CA sends the confirmation that V2X Control function that the UE1 was successfully authorized with the credentials for the request service ID.

6.x.1.1.2
Secure One to Many V2x Communication 

6.x.1.1.2.1
Broadcast Messages Protected by Identity based Authentication  

UEs with V2X authorization  with identity based authentication may send signed broadcast messages. The receiver UE of signed broadcast message, with properly provisioned with identity based credentials, can verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.
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Figure 6.x.1.1.2.1
- Broadcast Messages Protected by Identity based Authentication
1. UE1 Creates a message and signs it with is SSK, installed during authorization phase with KMS.  

2. Upon receipt of the message, UE2 verifies the signature of the message using the KMS Public Key and received PVT.  UE2 uses the received KMS-ID to retrieve KMS public key from its installed <KMS-ID, KMS-Public Key> pairs.

3. If signature is verified, the message is sent to the application to be proccessed.

Editor’s note: further details of message format and processing procedure is FFS

Editor’s note :  Adding replay protection to messages is FFS
6.x.1.1.2.2
Broadcast Messages Protected by Certificate based authentication 

UEs with no V2X certificate may send broadcast messages without protection. 

UEs with V2X authorization certificate may send broadcast messages protected by signature on the message payload. The receiver UE of signed broadcast message, with properly provisioned trust anchors, can validate signer’s certificate, verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.

Editor’s note: further details of message format and processing procedure to be available in the future.

Editor’s Note :  Adding replay protection to messages is FFS
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Figure 6.x.1.1.2.2
- Broadcast Messages exchange protected by Certificate based Authentication

1. UE1 sends a signed message (signed by its private key) to UE2.  UE1 also includes its Cert signed the V2X CA. 

2. Upon receipt of the message, UE2 verifies the signature of the message using the UE1’s cert (signed by V2X CA)

3. If signature is verified, the message is sent to the application to be processed..

6.x.1.1.2.2.1  Certificate Format 
DataBlob {


Issuer ID: V2X-CA’s unique identifier


Issuer: V2X-CA’s public key


Subject ID: V2X-UE’s unique identifier


Subject: V2X-UE’s public key


Algorithm ID

    Service ID


Not Before


Not After


Issuer URI


Policy

}

Signature {


sign(Issuer, DataBlob)

} 

Editor’s Note : the exact format and data elements of certificate is FFS.

6.x.1.1.2.2.2  Certificate Refreshment 
UEs shall connect to V2X Control Function and Certification authority to refresh the certificate before its time experiation.

Editor’s Note : the exact protocols of certificate refreshment is  FFS.

6.x.1.1.2.3
Closed group V2X Communication

Editor’s Note : Closed group communication will use procedures, defined for Secure ProSe one to many communication, which group communication with confidentiality and integrity.  However, we do also recommend using Identity or PKI based methods to authenticate the sender of messages.

#################### END OF CHANGE ###############################
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