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Introduction
Rel 14 TR 33.885, Study on Security Aspect for LTE support of V2X Services, includes initial security threats and requirements for V2X usages.  However, TR 33.885 does not adequately captures security threats and requirements for all specific V2X usages / services. 
In this contribution, we attempt to provide additional security threats analysis and requirements specific for each V2X usage / service. 
Proposal 

It is proposed to agree the text proposal below for inclusion in TR 33.885.

#################### START OF CHANGE ###############################
5
Security Analysis of V2X
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 

5.1
Key Issue #1: V2X Communication Security
5.1.1
Key issue details

In order to provide more intelligent services, the V2X communication requests the transport entities, such as vehicles, roadside infrastructure, and pedestrians, to share and receive knowledge of their local environment. Many application services make it vital to protect V2X messages from attacks which may lead to catastrophically wrong decisions/actions in safety critical conditions. Furthermore, attack actions on V2X messages may mislead the transport entities to make inefficient decisions, causing safety or efficiency problems on road and in the transportation management.. Additionally, privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. 
V2X messages transmission/reception for V2V/P services using PC5 pre-dominantly requires broadcast transmission. Threats and security requirements on V2X message broadcast differ by different types of V2X services and use cases, despite of leveraging the same type of V2X message communication. Security threats and requirements for V2X message broadcasting are discussed for the following three categories of use cases

1. V2V/P broadcast messages initiated by an UE for public V2X service information dissemination

2. V2V/P broadcast messages initiated by an authority UE for authorized V2X information announcement

3. V2V/P close-group multicast messages initiated by an UE, and consumed by UEs, which participate in a group-based application/service, which may restrict V2X messages from consumptions by public UEs

5.1.2 Key Issue #1.1: V2V/P public broadcast communication security by regular UE for public information dissemination

5.1.2.1 Key issue details

An UE may send periodic broadcast V2X messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2X message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. 

V2X use cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decision or take actions based on the locally generated sensing information and data from the received public V2X broadcast messages. V2X broadcast messages may benefit the decision making by providing information that is not accessible by local sensing. However, the V2X messages are usually not the sole source of information for decision-making. Furthermore, it is likely the road condition could be warned by multiple nearby UEs in their V2X broadcast messages as captured by their local sensing function. This also means that with high probability the received information via V2X messages is aligned with data via local sensing directly, except V2X messages could capture conditions from further areas. 

Attacks on V2X broadcast message of this type may mislead receiver UE regarding the current road condition and makes wrong decision or action. Due to the expected level of redundancy of information from both V2X messages and local sensing, the degree of damage may be reduced or minimized by the safety application/algorithm on UEs. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2X service and is intended for public consumption.
5.1.2.2 Security Threats

Security threats to the use cases that leverage V2V/P public broadcast messages by normal UEs include

· Maliciously forged or modified V2X broadcast input that mislead the receiving UE to make wrong decision/action

· Maliciously deleted/delayed V2X broadcast input that cause the receiving UE to fail to take action in time in response to the road condition

· Unintended exposure of V2X broadcast input to entities un-authorized for V2X services 

Vulnerabilities exposed by V2V/P public broadcast communication that can be leveraged by attackers are the following: message deletion, modification, forgery, replay, delay, rushing, re-ordering, and medium jamming.

Forged or modified V2X public broadcast information on road condition leads to limited impact to receiving UE’s safety decision making. UEs are expected to largely rely on local sensing capability in real time. The UE may be influenced by V2X data if information from all its neighbour UEs are modified and is not considered as outlier by the UE compared with multiple local sensing input streams. Therefore, the realistic risk by V2X public broadcast forgery is low. 

Deleted or delayed V2X public broadcast information on road condition could lead the receiving UEs to fail to take action given the current road condition, if the UE is completely blocked from receiving such warning from all V2X UEs in its proximity (transmission range), and the UE’s local sensors fail to capture the road condition. Given redundancy of V2X information and local sensing, the attack on deleting a public V2X broadcast message only leads to very limited consequences. 

Given the V2V/P public broadcast data is intended for public distribution and consumption, the threat of disclosing V2X data to unauthorized UEs leads to very low risk. 

Threats on allowing unauthorized UEs to access V2X service or use invalid identity/subscription is a separate issue to be specified in Section 5.2 and Section 5.3. 
5.1.2.3 Security Requirements

None
5.1.3 Key Issue #1.2: V2V/P authority broadcast communication security by authority UE for public information announcement

5.1.3.1 Key issue details

An authority UE is defined as any UE that is provisioned by authority organizations to provide authority information distribution on V2X services. Example Authority UE includes road side units (RSUs) deployed by transportation department, emergency vehicles, law enforcement vehicles, and road construction vehicles or utility vehicles. UEs are expected to proceed with a registration procedure to receive “authority subscription” for the V2X service.

An Authority UE may send periodic broadcast V2X messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2X message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. The data in authority V2X broadcast could describe authority-relevant information, such as law enforcement vehicle approaching, mandatory road closure, etc. The data could also be information on normal entities. For instance, the RSU UE could send periodical broadcast V2X messages to report pedestrian information at a certain intersection or a specific area. 

V2X use cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decision or take actions based on the locally generated sensing information and data from the received authority V2X broadcast messages. Similar to V2X public broadcast, V2X authority broadcast messages could provide information complimentary to receiving UE’s local sensing data. The expected receivers of V2X authority broadcast messages are any V2X service enabled UEs in the sender’s transmission range.

Attacks on V2X broadcast message of this type may mislead receiver UE regarding the current road condition and makes wrong decision or action. Compared with V2X public broadcast messages, the V2X authority broadcast messages may take higher priority in data processing by the receiving UE, due to the authority nature of the information and potential lower redundancy. The authenticity of the received information is expected to be validated. In addition, the integrity of V2X broadcast shall be validated to defend against forgery. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2X service and is intended for public consumption.
5.1.3.2 Security Threats

Security threats to the use cases that leverage V2V/P authority broadcast messages include

· Maliciously forged or modified V2X broadcast input that mislead the receiving UE to make wrong decision/action

· Maliciously deleted/delayed V2X broadcast input that cause the receiving UE to fail to take action in time in response to the road condition

· Maliciously replay V2X authority broadcast input that cause the receiving UE to react to non-existing road condition improperly

· Unintended exposure of V2X broadcast input to entities un-authorized for V2X services 

Vulnerabilities exposed by V2V/P authority broadcast communication that can be leveraged by attackers are the following: message deletion, modification, forgery, replay, delay, rushing, re-ordering, and medium jamming.

Forged or modified V2X authority broadcast information on road condition is expected to take priority in local processing and decision making by the receiving UE. Depending on the situation, the received authority announcement could come from one or a few Authority UEs, and may be complimentary to the local sensing, or may be the only source of information. The risk of data forgery and modification is high and is the realistic issue to be addressed by V2X security communication solution. 

Deleted or delayed V2X authority broadcast information on road condition could lead the receiving UEs to fail to take action given the current road condition, if the UE is completely blocked from receiving such warning from all V2X UEs in its proximity (transmission range). Given potential low redundancy of V2X authority broadcast information on road, the risk of deletion or delay is realistic. The security solution is expected to at least increase the availability of V2X authority broadcast information. 

Replayed V2X authority broadcast information on road condition in the past leads to the same consequences as by the information forgery. The risk is significant to be addressed by the security solution.

Given the V2V/P authority broadcast data is intended for public distribution and consumption, the threat of disclosing V2X data to unauthorized UEs leads to very low risk. 

Threats on allowing unauthorized UEs to access V2X service or use invalid identity/subscription is related as well. In particular, the provisioning of “authority V2X service” shall be protected such that the receiving UE can validate the sender’s authenticity as the authority UE when processing and validating the received information. 
5.1.3.3 Security Requirements

V2X authority UE shall be authorized to participate in V2X service for authority broadcast announcement

V2X authority broadcast receiver UE shall be authenticated and authorized to participate in V2X service

Sender of V2X authority broadcast message shall be authenticated as the validated authority permitted to send public authority announcement

V2X authority broadcast message shall be validated to ensure the content has not been maliciously modified by any party other than the sender. 

Freshness of V2X authority broadcast message shall be ensured so that receiving UE accepts only freshly generated messages by the authority UE, preventing against replay attacks.

V2X authority broadcast message availability shall be protected by certain criterion, such that some authority broadcast can be received by public V2X UE.

5.1.4 Key Issue #1.3: V2V/P closed-group multicast communication security 

5.1.4.1 Key issue details

Certain set of V2X UEs may form a short-term or long-term group for a common application. For police coordination on road, for instance, the police vehicles are provisioned with subscription and credentials to engage close-group multicast periodically and reactively among the members. Another example use case is platooning. All vehicle UEs in a platoon are expected to send periodic multicast V2X messages to each other to report current vehicle operation status in the platoon, and are expected coordinate with each other to maintain the platoon.

V2X use cases that leverage closed-group multicast require UEs on vehicles or pedestrians or RSUs to engage in coordination by sending out its operation status information and receiving other members’ operation information in the transmission range. In addition, the system on vehicles or system by pedestrians could leverage local sensing capability while collaborating with nearby member UEs. For liability or financial reasons, the engaged activity in close-group multicast could be tracked and recorded by the member V2X UE, and provided to authority for aftermath investigation. For instance, the coordination among police vehicles could be later used to investigate a collision or a crime. The usage tracking of platooning could be recorded by the platooning service company for customer charging.

Attacks on V2X closed-group multicast may mislead receiver group member UE regarding the group operation condition and makes wrong decision or action. Missing critical multicast communication could also lead to catastrophic consequences, such as failed police action, or severe accident by a set of vehicles in the platoon. Furthermore, freshness of information is important to make correct decision based on current condition. Lastly, given the strong notion of group-based communication, the unexpected disclosure of group communication to unauthorized outsider could lead to severe consequences. The communicated data is not meant for public consumption. It is expected to be generated and consumed only the group members.
5.1.4.2 Security Threats

Security threats to the use cases that leverage V2V/P close-group multicast messages include

· Maliciously forged or modified V2X multicast input that mislead the receiving UE to make wrong decision/action

· Maliciously deleted/delayed V2X multicast input that cause the receiving UE to fail to take action in time in response to the road condition

· Maliciously replay or re-order V2X multicast input that cause the receiving UE to react to non-existing road condition improperly

· Unintended exposure of V2X multicast input to entities un-authorized to participate in the multicast group 

Vulnerabilities exposed by V2V/P close-group multicast communication that can be leveraged by attackers are the following: message deletion, modification, forgery, replay, delay, rushing, re-ordering, and medium jamming.

Forged or modified V2X multicast information in group operation is expected to take priority in decision making by the receiving UE. The information redundancy is low, the each group member is expected to send periodic or event-driven multicast relevant to the target group-based V2X application. Maliciously modified or forged data could lead to severe consequences. Hence the risk of this threat is high.

Similarly, delayed or deleted close-group multicast severely impact the information availability for the target close-group application, as information redundancy is low.

Closed-group applications that rely on member multicast, especially the periodic multicast messages are vulnerable to replay or re-ordering attacks. The sequence of multicast messages could be important for the receiving member UE to track the sender’s status by time series, and make decisions or take actions accordingly. This concludes that the risk of replay or re-ordering is high.

Information generated and consumed by close-group application can be sensitive. For instance, the police coordinate to operate among police vehicles, generating information which should remain confidential to outsiders. Another example, fleet company running platooning service for their trucks would prefer customer and vehicle information remain confidential. Unintended information disclosure from multicast messages could violate operation secrecy or privacy policy. The risk is high.

Given that the close-group multicast communication is expected to engage only group members (as sender and receiver), and information is sensitive to group operation, it is worth noting that violation of group membership access control is also a high risk. 
5.1.4.3 Security Requirements

V2X UE shall be authorized to use V2X service

V2X UE shall be authenticated as group member to participate in close-group multicast

V2X close-group multicast message shall be authenticated as sent by authenticated group member

V2X close-group multicast message shall only be received and consumed by authenticated group member

V2X close-group multicast message shall be integrity protected such that that received content is the same as the content when created and sent

V2X close-group multicast group members shall detect re-ordered or replayed messages, and discard such messages to minimize the consequences

V2X close-group multicast members shall detect the malicious deletion of messages that severely impact reliability of the close-group application

V2X close-group multicast members shall protect the multicast content from being eavesdropped by non-member UEs or any outsider parties












5.2
Key Issue #2: Identity/Subscription Security for V2X Services

5.2.1
Key issue details

UEs with subscription(s) to the V2X Service are expected to manage their subscription properly. Furthermore, V2X UEs are expected to use the assigned identities to participate in the V2X communication and applications. The V2X UE may have one or more identities relevant to the subscribed V2X services. Compromise of subscription credential or identity gives attackers tools to impersonate legitimate V2X UEs, forge communication, influence vehicle or pedestrian’s decision, causing information leakage, and even loss of property or human lives. Hence, it is important to properly register every V2X UE with validated identity, and protect it throughout the lifecycle of identity usage and management.

5.2.2
Security Threats

The system of managing and using identities for V2X service by UEs is vulnerable. The adversary can launch attacks on identities from network and from the endpoint system. 

On the endpoint system, credential server or UE, the identity could be stolen and used by adversary to impersonate the UE to participate in authentication, authorization, or message validation. Furthermore, the stolen identity of the registration authority allows adversary to create forged identities (Sybils), and convince UEs to access any identity of adversary’s choice as the registration authority.

On the identity creation and provisioning procedure, the failure in binding unique identity to the UE’s secret cryptographic key could lead to “mis-binding” attack that cause the victim system to access information from adversary using another UE’s true identity.

On the communication medium, the protocol for V2X UE authentication or authorization handshake could be compromised by the network attacker if the handshake protocol design fail to bind communicating parties identities, keys, and fresh protocol instance. The man-in-the-middle attack is possible that leads the attacker to impersonate victim UE and participate in V2X communication maliciously.

5.2.3
Security Requirements

The following are requirements for managing and using UE V2X identities for the purpose of authority broadcast, closed-group multicast, or authenticated and protected unicast:

V2X Service authority shall securely provision unique identifier for each V2X UE, and bind the identifier with UE’s unique secret cryptographic key

V2X Service authority shall protect its secret root key from hardware-based tampering

V2X Service authority shall make the knowledge of trust anchor available to all participating V2X UEs

V2X Control Function shall authenticate each V2X UE with its identity credential before authorizing UE for V2X service

V2X Control Function shall manage trust anchors to authenticate all participating V2X UEs that needs authentication and authorization for specific V2X functions

V2X UE authentication handshake shall be secure against man-in-the-middle attack and replay attack
5.3
Key Issue #2: Authorization for LTE-V2X Radio Resources

5.3.1
Key issue details

In LTE-V2X communication, before a UE starts broadcasting its V2X, it needs to request radio resources from  the E-UTRAN. If not authenticated, malicious LTE-V2X UEs can attempt to request radio resources, which would lead to an exhaustion of network radio resources. 
5.3.2
Security threats 

If many malicious UEs may attempt to request radio resources at the same time from the MNO network, it would lead to an exhaustion of network radio resources. Legal vehicle UEs can not get available radio resourcers for LTE-V2X communications.

5.3.3
Security requirements
The MNO network shall authenticate vehicle UEs when it attached to the LTE-V2X network 

The MNO network shall check the authorization information of vehicle UEs before allocating radio resources to it.
5.4
Key Issue#3: V2X Entities Secure Environment 
5.4.1
Key issue details

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
5.4.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 

· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable. 
5..3
Security requirements
Editor Note: Security requirements will be added.
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