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[bookmark: _Toc445478467]***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc445478501]7.2.4.2	Procedures for AS algorithm selection
[bookmark: _Toc445478502]7.2.4.2.1	Initial AS security context establishment
Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic, and, if applicable, for the integrity protection of user plane traffic between RN and DeNB, or for the integrity protection of NB-IoT user plane traffic if required.
***	END OF FIRST CHANGE	***
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