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Abstract of the contribution: This paper analyses the security aspects of eLWA as requested in LS R2-163147. 

1 Introduction
RAN2 in their LS R2-163147 requested SA3,
“ RAN2 discussed mobility enhancements for eLWA [1] including intra and inter eNB handover where WT does not change. That is, during the handover the UE would retain at least one LWA bearer and would be connected to WLAN associated with the same WT. This includes the case where the UE receives a new mobility set during the handover, which may cause it to transition to a different BSS/AP associated with the same WT. In order to progress the work in RAN2, RAN2 would like to ask SA3 the following questions:

1) If the UE performs handover and KeNB is changed while UE remains connected to WLAN associated with the same WT, is it acceptable for the UE to retain the existing S-KWT after handover?
2) If it is necessary for the UE to replace the key with a new S-KWT derived from the new KeNB, then RAN2 would like SA3 to consider feasible solutions for Rel-14 eLWA potentially allowing the UE to remain associated with the WLAN after intra/inter-eNB handover.”
2 Discussion
Background: The eNB based security solution based on KeNB was designed to avoid use of CN AAA to authenticate the UE for LWA. While initiating LWA, the eNB/PDCP need to be protected from attacks, and the current solution is to derive S-KWT from KeNB using the ‘WT Counter’ to be used as the PMK for the 4 way handshake. It is eNB which is in control of the LWA initiation towards the UE and the WT. 
Currently during the handover, SA3 assumption is that “During S1 and X2 handover, the LWA DRB connection between the UE and the WT is released, the UE shall delete the S-KWT and further keys derived based on it.“ 
During a handover, WT is not aware of the ongoing process, hence it may be possible to delay the tearing down of the current Xw interface of the UE towards WT or change the UE-AP association. But the exact instance this can be done depends on the RAN3/2 call flows, which SA3 does not have expertise.
RAN2: If the UE performs handover and KeNB is changed while UE remains connected to WLAN associated with the same WT, is it acceptable for the UE to retain the existing S-KWT after handover?
If the UE performs handover, but it is connected to the same WT/AP, WT/AP may not be aware of the handover. As long as the UE to AP and WT to eNB link is maintained, the Xw interface can stay up with the existing association using the derived S-KWT. But after the handover, the WT and the UE cannot use the old keys. 
RAN2: If it is necessary for the UE to replace the key with a new S-KWT derived from the new KeNB, then RAN2 would like SA3 to consider feasible solutions for Rel-14 eLWA potentially allowing the UE to remain associated with the WLAN after intra/inter-eNB handover.
When the UE is connected with the (target) eNB after the handover, a fresh KeNB is in place at the UE and eNB. Also a new Xw link for the UE from the (target) eNB to the WT needs to be initiated. From a security point of view, this new Xw interface needs to be based on new key S-KWT computed from new KeNB.
However it may be possible delay the change of keys for some time in the WT and avoid any packet loss, while no fresh association using the existing S-KWT is allowed. The exact instance of the trigger to change the S-KWT at the UE and WT needs a careful study.

SA3 also would like to point out that, the solution needs to work for both intra-cell and inter-cell handover scenarios. Intra-cell handover is used in Key update procedure, where the all the keys, ie. KeNB and all subsequent keys derived from it, are refreshed. Hence in the case of Key refresh, while the UE is attached to WT, UE is required to change the keys without delay.
3. Recommendation
SA3 does not have the detailed knowledge of the messages and the call flow during the handover. Hence RAN2 is advised to develop a solution which can work for intra-cell and inter-cell handover. SA3 can review and give feedback on whether it is acceptable from a security point of view.
