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*** Change start

5.X
Key Issue #X: Local MBMS Entity (LME) – security of Mv interface 
5.X.1
Key issue details

In 3GPP TR 23.785, one solution proposal for LTE-V2X architecture is that user plane related MBMS functions (i.e. user plane functions of BM-SC and MBMS-GW) should be moved closer to RAN to allow the V2X messages to be distributed to target eNBs without traversing core network nodes. In this proposal the control plane remains at the main MBMS nodes, i.e. BM-SC, MBMS-GW and MME in the core network.
For localizing the MBMS function the Local MBMS Entity (LME) has been introduced to enable the local delivery of user data. It interfaces with the V2X application server. It is still open, whether the newly introduced interface Mv is used to connect LME to BM-SC or MBMS-GW. 

Due to the exposed location of the LME the interface Mv should be protected. 
5.X.2
Security threats 

Messages sent from or to the LME may be modified, forged, or replayed.
LME may be masqueraded by an attacker.
5.X.3
Security requirements

The Mv interface should be integrity protected and replay protected.

Mutual authentication between the LME and core network entities should be in place.

Note: confidentiality protection may not needed due to the nature of broadcast.
*** Change end

