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************ Start of Changes ************

************ Change 1 ************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".
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IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
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3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

[11]
3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 reference point".

[12]
3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.

[13]
IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.

[14]
IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.

[15]
IETF RFC 7636: "Proof Key for Code Exchange by OAuth Public Clients".

[16]
OpenID Foundation "OpenID Connect Basic Client Implementer's Guide 1.0 - draft 37", http://openid.net/specs/openid-connect-basic-1_0.html.

[17]
OpenID Foundation "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html
[18]
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[20]
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[21]
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[22]
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[23]
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3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[26]
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[27]
IETF RFC 6508: '' Sakai-Kasahara Key Encryption (SAKKE)''.

[28]
IEFT RFC 7714: "AES-GCM Authenticated Encryption in Secure RTP (SRTP) "

[29]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)"

[30]
IETF RFC 5751: "Secure/Multipurpose Internet Main Extensions (S/MIME) Version 3.2 Message Specification".

[31]
IETF RFC 4483: "A Mechanism for Content Indirection in Session Initiation Protocol (SIP) Messages".

[32]
IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".

[33]
IETF RFC 5652: "Cryptographic Message Syntax (CMS)".

[34]
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[35]
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************ Change 2 ************

7.1.3 Authentication Procedure
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Figure 7.1.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].

-
Step A: Based on the configuration provided with the MCPTT client in the UE, the UE may perform token based authentication for MCPTT user Authentication. The UE obtains a token securely from the Identity Management server. Token is used for MCPTT Authentication in step C. This step may be performed after step B.
-
Step B: IMS authentication between the MCPTT UE and the SIP core is performed as specified in 3GPP TS 33.203 [9]. IMS AKA authentication mechanism as specified in TS 33.203 [9] is performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 [23] or not. Implementation options and requirements on the ISIM/USIM application to support SIP core access security are specified in TS 33.203 [9] (Clause 8). 
-
Step C: Authentication of the MCPTT user over MCPTT-1 interface is performed after IMS authentication. 
If the MCPTT server is administered by the operator, then the Public Safety user Data Function (PS-UDF) or the HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT server is administered by the PS agency, then the PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 

For MCPTT user authentication using the MCPTT-1 interface, any one of the following procedure may be performed.
-
SIP Digest authentication;

-
Token based authentication.

Editor's note: Based on discussions and decisions on shared UE and MCPTT identity hiding, above mechanisms should be revised for applicability check.

************ Change 3 ************

7.12 
Solution #12: Using S/MIME to protect MCPTT Application plane messaging in SIP messages

7.12.1 
General

When required by the MCPTT service provider, application plane identities (e.g. MCPTT group ID, MCPTT user identity) and similarly sensitive associated user and group attributes (e.g. MCPTT user name, MCPTT user organization) are hidden from the SIP signalling control plane.
The MCPTT-1 messages are transported as SIP messages between the MCPTT Server and the MCPTT UE over SIP-1 and SIP-2. When the SIP Core is administrated in a non-PS (Public Safety) security domain (e.g. MNO), the MCPTT server may not trust the SIP Core. The SIP Core terminates the IPsec tunnel, and therefore it could decrypt IP packets and obtain sensitive application plane information encapsulated in the SIP message. 
SIP messages carry MIME bodies. S/MIME specification [30] provides a mechanism to secure MIME data by adding cryptographic signature and encryption services based on the Cryptographic Message Syntax [33]. 

************ Change 4 ************

7.5.4
Media stream protection

As a result of this mechanism, the group members share a PCK and PCK-ID. The PCK is used as the MIKEY Traffic Generating Key (TGK), the PCK-ID is used as the MIKEY CSB ID. These are used to generate the SRTP Master Key and SRTP Master Salt as specified in RFC 3830 [36].

************ End of Changes ************
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