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Discussion and Decision
1      Introduction
In RAN#71, a new Rel14 work item eLWA [1] was approved. One of the objectives is “Potential enhancements to support 60 GHz new band and channels (e.g. in measurements) and increased data rates for 802.11ax, 802.11ad, and 802.11ay (e.g. by PDCP optimizations) (RAN2, RAN3)”.
In this contribution we discuss potential optimization for LWA user plane, needed to support very high data rates of 802.11ax, 802.11ad and 802.11ay technologies. Even though Rel-13 LWA is largely agnostic to different 802.11 technologies, high WLAN data rates which have not been considered before may warrant some additional optimizations, especially in the user plane.
2      Discussion
2.1     Background

IEEE 802.11 [3] specifications continue to evolve. IEEE 802.11 are working on 802.11ax which aims at increasing spectral efficiency in 2.4 and 5 GHz bands, in particular in dense deployments with a theoretical peak throughput up to 9.6 Gbps and 1.6 Gbps under more realistic conditions. In the millimeter wave band of 60 GHz, 802.11ad [2] is a ratified amendment to 802.11 that defines a new physical layer for 802.11 networks and can offer up to 7 Gbps throughput. 802.11ay is in the process of enhancing 802.11ad and aims at improving mobility, range and target data rates of at least 20 Gbps. Even though LWA framework has been designed largely agnostic to 802.11 technologies, such increased data rates may require additional optimizations.

Release-13 LWA framework relies on end-2-end security between serving eNB and LTE/UE in addition to hop-by-hop security between serving eNB and WT over Xw interface and 802.11 security over WLAN Link.  This introduces encryption / decryption processing overhead in the UE. With emerging new 802.11 technologies with high data rates (e.g. 802.11ay 20Gbps), the overhead of this double encryption / decryption processing may require prohibitively high UE processing power which can negatively impact performance, battery life, and user experience. 
Observation 1: extremely high data rates supported by new 802.11 technologies (e.g. 20 Gbps with 802.11ay) may require prohibitively high UE processing power.
Compared to plain LTE or 802.11, we acknowledge that UE LWA operation has additional processing cost for both downlink and uplink traffic. For uplink traffic, this is mainly due to the fact that uplink traffic is encrypted twice (by PDCP and 802.11). And for downlink traffic, the traffic is to be decrypted twice (by 802.11 and PDCP). 
The double encryption/decryption overhead is there since Release-13, however in Release-14 eLWA with the introduction of uplink and extremely high 802.11 data rates, potentially going as high as 20Gbps, the cost of double encryption and decryption may become even more significant in terms of increased UE cost and power consumption.
Observation 2: double encryption/decryption of LWA traffic in Rel-14 eLWA with introduction of extremely high 802.11 data rates introduces significant increase in UE cost and power consumption.

Given that traffic between the eNB and UE/LTE is protected by PDCP encryption, as well as hop by hop protection between the eNB and WT (by IPsec encryption or integrity), and between the WLAN AP and UE/WLAN (by 802.11 encryption and integrity), we can either consider disabling PCDP or 802.11 encryption to reduce CPU processing overhead resulting from the double encryption / decryption. Because disabling 802.11 encryption cannot be done without disabling integrity protection, we have ruled out this option.  
Proposal 1: Eliminate PDCP ciphering for LWA traffic sent on WLAN. 
Below we discuss disabling PDCP ciphering for all or selected bearers. 
Option 1: Permanently disable PDCP ciphering for WLAN link.
In Rel 13 LWA architecture, uplink and downlink traffic protection is depicted as below.
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Figure 1 Rel 13 LWA security architecture for User Plane
In this option, we remove PDCP ciphering for all bearers.  It must be noted that even if PDCP ciphering is removed, the traffic will still be protected over WLAN link (by 802.11 encryption and integrity) and over Xw interface using IPsec encryption. Although the traffic within UE between WLAN and LTE modem will stay unprotected, in most scenarios this may not be an issue as eventually the decrypted PDCP payload will be sent to the application space.
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Figure 2. Proposed Rel 14 LWA security architecture for User Plane
Option 2: Selectively disable PDCP ciphering for WLAN link.
This option is intended to enhance the above option 1 to also allow disabling PDCP encryption for selected bearers. 
3      Conclusion
Extremely high (e.g. 802.11ay 20Gbps) data rates supported by new 802.11 technologies may require prohibitively high UE processing power. Therefore, it is important to remove additional overhead caused by double encryption / decryption processing in the UE to reduce additional CPU processing and power consumption. SA3 should study proposal 1, eliminating PDCP encryption/decryption for Rel 14 LWA.  
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