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Abstract of the contribution:A comparison is made between the solution that is conluded in SA3 in meeting #82 (and documented in TS 33.897) and the service requirements from TS 22.346. Some requirements are not entirely met and therefore it is proposed to send an LS to SA1.
1. Introduction

The text in the following chapter is taken from chapter 5 of TS 22.346 version 13.0.0. Whenever text is left out, that is denoted by an ellipsis between square brackets  ( […] ). The colors indicate whether the choice of SA3 solution meets the requirement. Red means that the security solution disallows this requirement. Yellow means that the requirement may be met, but that additional clarification or explanation maybe necessary and green means that the security solution fits with the requirement. No color means that the security solution does not relate nor impact the requirement.

For requirements colored in yellow SA3 has provided an explanation of how this requirement was met and might provide additional guidance to SA1 to further clarify. For requirements colored in red, the SA3 has provided an explanation of why this requirement is not met and provides a suggestion for alteration.

Please note that a list of all requirements in attached in the document entitled “Attachment – All SA1 IOPS requirements and SA3 solution”.

2. Requirements from SA1 TS 22.346

5.1
General requirements

Isolated E-UTRAN operation shall not impact either GSM or UMTS.
The use of Isolated E-UTRAN operation shall be authorized by the operator. The network controls the use of E-UTRAN resources used for Isolated E-UTRAN operation. 

When a Public Safety UE communicates within the Isolated E-UTRAN, the PLMN operator shall be able to collect accounting data for this communication.
5.2
Subscriber and service management requirements

[…]
5.3
Requirements for initiation of Isolated E-UTRAN operation
[…]
5.3.2
Requirements

[…]
When an eNB enters Isolated E-UTRAN operation it shall be able to, if permitted by operator policy, minimize disruption to existing established services between those Public Safety Ues served by the eNB. The eNB shall terminate services that cannot be supported locally by the Isolated E-UTRAN or by the limited backhaul service if that is available.
SA3 explanation: The security solution requires that UEs authenticate to the Isolated E-UTRAN using a separate set of credentials. Usage of services is tied to the security context and therefore services that were setup using the credentials of the normal mode of operation will not continue to work when the UE switches to Isolated E-UTRAN mode. For example, a VoLTE session between two UEs will break.
Action for SA1: SA3 kindly asks SA1 to take into account that the security solution will not support this requirement and therefore would like to ask SA1 to consider removing this requirement for release 13.
When an (N)eNB enters Isolated E-UTRAN operation services shall be supported for all Public Safety Ues under the coverage of the Isolated E-UTRAN.
SA3 explanation: the use of the word ‘all’ in this requirement was taken to mean that all Public Safety UEs that are provisioned with credentials can use services of the Isolated E-UTRAN. Unauthenticated Public Safety UEs cannot use services in the Isolated E-UTRAN.

Action for SA1: SA3 kindly asks SA1 to clarify the requirement to reflect the interpretation by SA3.
[…]
5.4
Requirements for ongoing Isolated E-UTRAN operation
[…]
5.5
Requirements for termination of an Isolated E-UTRAN
[…]
5.5.2
Requirements

[…]
While re-establishing a connection to the EPC, or normal operation with the EPC, the EPS shall be able to manage, for all Ues with active contexts, the transition, where appropriate, of local services provided by the Isolated E-UTRAN to equivalent services provided via the EPC.
SA3 explanation: the security solution uses a different set of credentials for Isolated E-UTRAN mode and normal operational mode. The switch between normal operational mode to Isolated E-UTRAN requires a new authentication run and therefore services will be disrupted. On the transition back from Isolated E-UTRAN to normal operational mode, the UE does the reverse by first disconnecting from the Isolated E-UTRAN mode and connecting to the normal operating network. Transition of services that rely on the core network functionality are hence likely to be disrupted. Locally provided services, such as ProSe may or may not go undisrupted.
NOTE: it is assumed that the UE will only have one active security context. If UEs are capable of maintaining multiple security contexts and active connections to multiple networks, they might be simultaneously connected to two eNBs of which one is in Isolated E-UTRAN mode and one in normal operational mode. Nonetheless, the security solution does not provide session portability between the two security contexts or networks and so sessions will be disrupted when an eNB serving the UE transitions between operational modes.

Action for SA1: SA3 kindly asks SA1 to add clarification to the requirement to reflect the answer that disruption of ongoing sessions is understood to be acceptable.
[…]
5.6
Requirements for security aspects of Isolated E-UTRAN operation

5.6.1
Introduction (informative)

The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for:

-
UE to (N)eNB communication;

-
(N)eNB to (N)eNB communication;

-
UE to UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN.
5.6.2
Requirements

The Isolated E-UTRAN shall support the following requirements for security, authorization and privacy in each of the three IOPS backhaul scenarios (see scenarios 1-3 in Table 4.1-1). 
SA3 Explanation: The SA3 solutions provides a set of credentials that can be used in IOPS mode to follow the standard LTE authentication and authorization procedures against an Isolated E-UTRAN. This means that these credentials are used whenever the eNB indicates that IOPS mode is active. Whenever the eNB does not indicate IOPS mode, the UE defaults to ‘normal’ operation using credentials for that type of operation, if it has those credentials. The limited backhaul cases can therefore be met using the same IOPS credentials or non-IOPS credentials depending on whether eNB indicates IOPS mode.
Action for SA1: Earlier SA3 reports indicated that only the ‘no backhaul scenario’ was covered. Depending on the implementation, all scenario’s may be covered. SA3 provides this explanation for information purposes only.
The Isolated E-UTRAN shall ensure the confidentiality and integrity of both user data and network signalling to a level comparable with that provided by the existing 3GPP system. This requirement applies to any communication between two Public Safety Ues communicating via the Isolated E-UTRAN and between an (N)eNB providing locally connected services and a Public Safety UE connected to the Isolated E-UTRAN.
A mechanism shall be provided to ensure the confidentiality and integrity of user data and signalling over the radio communication paths and over any inter-(N)eNB communication paths of an Isolated E-UTRAN.
Existing 3GPP security mechanisms (including, but not necessarily limited to, ProSe security mechanisms) shall be reused whenever possible and appropriate.
The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and (N)eNBs, or other Isolated E-UTRANs, joining the Isolated E-UTRAN.
The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and Ues connecting to the Isolated E-UTRAN.
The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN. The security of credentials shall not be compromised by solutions for Isolated E-UTRAN operation.
SA3 explanation: it is unclear what the ‘dynamic nature of an Isolated E-UTRAN’ means and what it means to support that with security mechanisms. The second part of the requirement (‘The security credentials shall not be compromised by solutions for Isolated E-UTRAN operation’) is met by using a different set of credentials for IOPS mode than for other modes of operation.
Action for SA1: SA3 kindly asks SA1 to remove the first sentence of this requirement because it is unclear.
3. Conclusion
It is proposed that SA3 agrees with the above conclusions. The above conclusions are collected in an LS as well and SA3 is kindly requested to agree to the LS.
