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Abstract of the contribution: This contribution proposes to add the “Core Network Control Plane Security” as one of the key “Security Areas” for 5G.
Introduction
The control plane in actual mobile network have showed most security vulnerabilities that can be exploited to perform several type of attacks towards the users and the network infrastructure.

Control plane security issues should also be investigated in the context of the possible interactions between the different actors involved in 5G network. Several research presentations have shown how it is possible to exploit the insecurity of SS7 signalling protocol to gain access to SS7 networks and attack mobile subscribers. By exploiting the availability of a signalling interconnection it is in fact possible to retrieve user sensitive data, since signalling in mobile networks was designed without native authentication, based upon the assumption that telecom network operators trusted each other. The lack of a built in authentication method allows an attacker to send illegitimate signalling messages to retrieve sensitive user data used then to make e.g. a user DoS. 
Since some of these control plane messages are legitimately used in roaming scenarios they cannot be filtered out at the borders and a native mechanism is therefore necessary to ensure the authenticity of the request’s originator and the confidentiality of the returned sensitive information. 

The GSMA (GSM Association) takes the security of signalling networks very seriously and has Working Groups that follow these developments and offer recommendations and guidance which is incumbent upon the operators and others to implement to safeguard their networks.

Core Network Control Plane Security should be well addressed in Next Generation Network. Its inclusion as a separate area in the TR allows to deals with concerns such as:
· The overload of core network control plane messages.
· The lack of native support of authentication and integrity mechanisms in the core network control plane messages.

Concrete proposal
It is proposed to add the “Core Network Control Plane Security” as a  “Security Area” to be addressed in the TR 33.899.
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4	Security Areas and High Level Security Requirements 
[bookmark: _Toc446332734]4.1	Security Areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
Core Network Control Plane Security: This area deals with the security for Next Generation core network signalling.
[bookmark: _Toc446332735]4.2	High Level Security Requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 
[bookmark: _Toc446332736]5	Key issues and Solutions 
[bookmark: _Toc446332737]5.x	Security Area #x: < Core Network Control Plane Security> 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc446332738]5.x.1	Introduction
The Signalling Plane Security area focuses on the key issues related to the signalling protocols such as the lack of authentication and integrity mechanisms in the core network. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users.
In particular this security area deals with concerns such as:
· The overload of control plane messages.
· The lack of native support of authentication and integrity mechanisms in the core network signalling messages. 
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