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Abstract of the contribution: This contribution proposes to add new security area for subscriber privacy in TR 33.899.
1 Introduction 
The growing attention towards subscriber privacy can be seen both inside and outside the 3GPP world. The SA3’s TR 33.849 [1] is a study on subscriber privacy impacts in 3GPP that presents privacy related key issues and risk mitigation approaches. The study emphasises the importance of subscriber privacy and says the following.
-
… privacy needs to be treated, not only as a part of security, but as a topic in its own right to raise the assurance that it is taken care of properly.
The SA1’s TR 22.864 V1.0.0 (FS_SMARTER NEO) [2] also considers subscriber privacy as very important. It says that the right to privacy of personally identifiable information need to be protected, for example from a less trusted access or a rouge NW element. The study contains following potential security requirements related to active and passive attacks on subscriber privacy.
-
The 3GPP system shall support a secure mechanism to collect system information while ensuring end-user and application privacy e.g. application level information such as application usage information is not to be related to an individual application user identity or subscriber identity and UE level information such as UE location is not be related to an individual subscriber identity.
-
The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 
-
The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.
-
The 3GPP system shall be able to protect user location information from attacks by a passive listener. 
-
The 3GPP system shall be able to protect user location information from active attacks. 
-
Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
-
The 3GPP system shall minimize signalling overhead for security.
Similarly, the SA1’s TR 22.891 V14.0.0 [3] contains followings privacy related requirements.
-
Subject to regulatory requirements, the UE may use a temporary identifier for initial attach that hides its long-term identity. The home network shall be able to associate this temporary identifier to the long-term identity.

-
The system shall support a secure mechanism to collect system information while ensuring end-user and application privacy.

The subscriber privacy requirements in the realm of V2X are identified by SA1’s TS 22.185 V14.0.0 [4] as followings.
-
[R.5.3-005]
The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

-
[R.5.3-006]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
Outside 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [5] has identified security and privacy as an enabler and essential value proposition of 5G system and has presented that built in privacy should be included as a design principle [6]. Similarly, a 5G PPP project called 5G-Ensure [7] has also identified privacy as one of five major security enablers for the 5G system stating that the privacy has an important social impact [8]. 
Therefore, it is desirable that the TR 33.899 addresses subscriber privacy as a separate security area. Doing so will boost confidence in <Next Generation system> and will raise awareness not only outside the 3GPP community but also among the 3GPP working groups. 
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2 Conclusion

The subscriber privacy is very important security area for <Next Generation system> and therefore it would be appropriate to address the subscriber privacy in the TR 33.899. Doing so will boost confidence in <Next Generation system> and will raise awareness not only among the 3GPP working groups but also outside the 3GPP community.
3 Proposal
It is proposed that the changes presented in clause 4 be applied to the TR 33.899.
4 pCR 
***
BEGIN CHANGES
***
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4
Security areas and high level security requirements 
4.1
Security areas  

Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
Subscriber privacy
deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
***
NEXT CHANGE
***
5
Key issues and solutions 
5.x
Security area #x: Subscriber privacy 

5.x.1
Introduction
The subscriber privacy is very important area for <Next Generation system> as can be seen by the growing attention towards it, both inside and outside the 3GPP world. The 3GPP technical reports, mentioned below, have put emphasis to properly address the subscriber privacy. Outside 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [g] has identified security and privacy as an enabler and essential value proposition of 5G system and has presented that built in privacy should be included as a design principle [h]. Similarly, a 5G PPP project called 5G-Ensure [i] has also identified privacy as one of the topmost priorities for the 5G system stating that the privacy has an important social impact [j]. 
The TR 33.849 [c] is a study on subscriber privacy impacts in 3GPP that presents privacy key issues and risk mitigation approaches. The study says that the privacy needs to be addressed as a separate topic in its own. The TR 22.864 (FS_SMARTER NEO) [d] also considers subscriber privacy as very important. It says that the privacy of personally identifiable information needs to be protected, for example from a less trusted access or a rouge NW element. The study contains several potential security requirements related to subscriber privacy, e.g. protecting the user identifying information from active and passive attacks, protecting user location information from active and passive attacks, and not allowing UE location or application usage information to be related to an individual user identity. Similarly, the TR 22.891 [e] contains privacy requirements such as possibility for the UE to hide its long-term identifier by using temporary identifier even for initial attach and protecting the subscriber privacy during system information collection. The subscriber privacy requirements in the realm of V2X are identified in the TS 22.185 [f], e.g. ensuring that a UE cannot be tracked or identified beyond short time-period by any other UE and by the operator or a third party. 
5.x.1
Security assumptions
The TR 33.849 [x] and the IETF RFC 6973 [y] can be taken as guides for this security area. The subscriber privacy can potentially be compromised in various ways such as attack on 3GPP protocol interfaces, malware infection on 3GPP nodes, and illegitimate use of resources by an insider (i.e. inside attack). Figure 5.x.1-1 (copied from TR 33.849 [x]) shows various sub-processes (e.g. collect, transmit, use, share, etc.) during a communication process that may impact subscriber privacy. All these sub-processes need to be considered while defining privacy related key-issues and potential solutions.
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Figure 5.x.1-1: Conceptual view of privacy in 3GPP system (copied from TR 33.849 [x])
For the <Next Generation system>, along with the requirements on privacy, there are also requirements on minimizing signaling overhead (e.g. in the TR 22.864 (FS_SMARTER NEO) [d]). Therefore, it is important for the solutions, which will be designed to fulfill the subscriber privacy requirements, to be simple and to minimize signaling overhead. 
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