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Abstract of the contribution: This contribution proposes to add new security area for network virtualization security in TR 33.899.
Introduction
This contribution proposes to add the “Network Virtualization Security” as one of the key “Security Areas” for 5G. 
The Network Virtualization Security area identifies the key issues related to the adoption of virtualisation technology in the 5G infrastructure to identify the security mechanisms which need to be supported for example, to ensure the correct traffic segregation, to restrict the reachability/visibility of the NVF components and to control the allocated virtual network functions, to ensure the correct resource segregation between the NFV hosted by the hypervisor .
In particular this security area deals with concerns such as:
· Lack of logical and physical isolation between distinct network virtual functions (VNF) hosted by the same hypervisor 
· Lack of authentication between the network virtual functions
· Starvation of physical resources allocated to the VNFs due to DoS attacks 
· Integrity of Virtualization Platform

Concrete proposal
This pCR proposes to add “Network Virtualization Security” as a “Security Area” to be in scope for this security study. Moreover text clarifying the aspects in scope of this area has been proposed for addition in clause 5.x.1. 

***	BEGIN OF CHANGES	***
[bookmark: _Toc446332733]4	Security Areas and High Level Security Requirements 
[bookmark: _Toc446332734]4.1	Security Areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
[bookmark: _Toc446332735]Network Virtualization Security deals with various aspects related to the adoption of VNF technology in 5G network

4.2	High Level Security Requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 
[bookmark: _Toc446332736]5	Key issues and Solutions 
[bookmark: _Toc446332737]5.x	Security Area #x:  Network Virtualization Security
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 

[bookmark: _Toc446332738]5.x.1	Introduction
The Network Virtualization Security area identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 
In particular this security area deals with concerns such as:
· Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 
· Lack of authentication between network virtual  functions
· Starvation of resources allocated to virtual network function with the intent to create DoS
· Integrity of hypervisor and hosted VNFs.


***	END OF CHANGES	***

5


