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Abstract of the contribution: This contribution proposes to add new security area for AAA in TR 33.899.
1 Introduction 
This contribution proposes to add “AAA” as one of the key “Security Areas” for 5G. The  AAA security area is proposed to address the authentication aspects deriving from the need to support a novel set of 5G use cases and to evaluate possible security enhancements of the existing AAA infrastructure.
The Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things (SA1’s TR 22.861 V1.0.0 [1])  is consolidating the potential requirements for the massive Internet of Things application scenarios. Here some security requirements related to the authentication aspects have been provided asking for:

· The 3GPP system shall support a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode.

· The 3GPP System shall support a resource efficient mechanism that provides security, authentication and authorization for a device, which only supports indirect 3GPP connection mode. 
· The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices.
The SA1’s TR 22.864 V1.0.0 (FS_SMARTER NEO) [2] also considers authentication aspects related to the multiple access network supported by 5G. In this context it is required that:

· 5G system shall be able to support authentication to access 5G network through a non-3GPP access using 3GPP credentials. 

Others aspects should also be considered within the AAA security area such as  key issues leading to the existing AAA infrastructure to evaluate the need of security enhancements e.g. mechanisms to limit the likelihood of long term keys leaking and to recover from a compromise key. The AAA security area should also analyse improvements of authentication and authorization in inter-operator or intra-operator network communications to limit the attempt of fake interconnection attempts.

Therefore this pCR proposes to add “AAA” in clause 4.1 as a separate “Security Areas”  to be in scope of this security study. Moreover a text that clarify the aspects in scope of this area has been proposed  for addiction in clause 5.x.1 Security Area #x
References:

[1] 3GPP TR 22.861: " Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things ".
[2] 3GPP TR 22.864: " Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
2 Conclusion

The AAA  is very important security area for 5G network and therefore it would be appropriate to be in scope in the TR 33.899.
3 Concrete proposal
It is proposed that the changes presented in clause 4 be applied to the TR 33.899.
4 pCR 
***
BEGIN OF CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]                        3GPP TR 22.861: " Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things ".
[x]                       3GPP TR 22.864: " Feasibility Study on New Services and Markets Technology Enablers - Network Operation".

***
NEXT CHANGE
***
4
Security areas and high level security requirements 
4.1
Security areas  

Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
AAA 
deals with various aspects related to the authentication, authorization and accounting  of end-users and devices in 5G network.
***
NEXT CHANGE
***
5 Key issues and solutions 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x
Security area #x: Authentication Authorization Accounting (AAA) 
5.x.1
Introduction
The AAA  is a very important security area for 5G network. The support of a novel set of  use cases in 5G network requires to consider more efficient options for authentication, authorization and charging to address all the authentication scenarios. 

Some security requirements related to the authentication aspects have been provided in 3GPP as part of the Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things  [1]. Here the support of a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode is required. Also an appropriate and efficient authentication mechanism for groups of IoT devices is requested. 

Authentication aspects related to the support of multiple access network by 5G have been also considered in [2] as part of the SA1’s FS_SMARTER NEO. In this context it is required that 5G system are able to support authentication to access 5G network through a non-3GPP access using 3GPP credentials. 

The  AAA security area should deal all these aspects and should also identify the key issues leading to the existing AAA infrastructure to evaluate the need of security enhancements e.g. mechanisms to limit the likelihood of long term keys leaking and to recover from a compromise key. The AAA security area should also analyze improvements of authentication and authorization in inter-operator or intra-operator network communications to limit the attempt of fake interconnection attempts.
***
END OF CHANGES
***
