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*******************Begin of changes***************************
H.3
Ciphering and integrity mode negotiation 

The message sequence flow below describes the information transfer at initial connection establishment, authentication and start of integrity protection and ciphering (if used).
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1. Attach Request (identity, MS network capability)

2. Obtain AVs

4. Authentication and ciphering request (RAND, 

AUTN, cipher algorithm, integrity algorithm, MS 

network capability) MAC-I-1

6. Authentication and ciphering response (RES) 

MAC-I-2

3. Select a cipher algorithm and an 

integrity algorithm based on MS network 

capability and derive Kc128 and Ki128.

5. Terminate connection if MAC-I-1 is not 

present. Derive Kc128 and Ki128. Verify 

MAC-I-1 using integrity algorithm and Ki128. 

10. Negotiation completed

7. Start ciphering protection if used. 

8. Negotiation completed. Start ciphering 

protection if used. 

9. Attach Accept (UP integrity indication) MAC-I-3


Figure H.3-1: Integrity algorithm negotiation 
1)
MS sends an Attach request to the eSGSN. The cipher algorithms and integrity algorithms supported by the MSshall be included in the MS network capability parameters. The MS network capability shall contain one set of encryption algorithms and one set of integrity algorithms. Furthermore, the MS network capability optionally contains an indication that the MS supports user plane integrity.  

Editor’s note: It is FFS if the MS network capability needs to be sent in other messages than in Attach. 


2)
eSGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 
3)
eSGSN checks for the presence of a non-NULL integrity algorithm in the MS network capability parameters. If present the eSGSN continues according to the provisons in the present Annex, otherwise the eSGSN continues according to the provisons in Annex D of the present specification. Then the eSGSN selects one cipher algorithm and one integrity algorithm from the MS network capability and then derives the cipher key (Kc128) and the integrity key (Ki128). 
4)
eSGSN sends Authentication and Ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to MS. The Authentication and Ciphering request is integrity protected by the message authentication code MAC-I-1. MAC-I-1 is carried at GMM layer. 

5)
If the MAC-I-1 is not present, the MS shall terminate the connection. MS runs UMTS AKA with the USIM and derives the Kc128 and the Ki128 from the CK/IK. The MS verifies the message authentication code MAC-I-1, and if the check of the MAC-I-1 is successful then MS checks that the echoed MS network capability is the same as the one it sent. If the verification of MAC-I-1 fails the SGSN terminates the procedure.

6)
MS sends Authentication and Ciphering response to the eSGSN. MS calculates the MAC-I-2 using the integrity key Ki128 and the network selected integrity algorithm.MAC-I-2 is carried at GMM layer. 
7)
If ciphering is used, the MS activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages.
8)
The eSGSN receives the Authentication and Ciphering Response message and verifies the MAC-I-2, and checks the RES. If ciphering is used, eSGSN activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages. If the MS indicated support for user plane integrity then eSGSN decides whether to provide user plane integrity. For this decision, the eSGSN may use information from the subscriber profile. 
9)
The Attach Accept message is sent integrity protected with MAC-I-3. MAC-I-3 is carried at LLC layer. If the eSGSN decided to provide user plane integrity the SGSN includes an indicator that user plane integrity is provided. 
10)
The MS verifies the MAC-I-3, and the ciphering and integrity mode negotiation is completed. 
NOTE: The SGSN makes the final decision on the security services provided. The MS may have a local security policy mandating the use of user plane integrity. If the SGSN decides to not enable user plane integrity the MS may decide to reject the connection. This is similar to a situation where  a local security policy on the MS mandates the use of ciphering, but the SGSN does not enable ciphering.

Editor’s note: The definition of MAC-I-1, MAC-I-2, MAC-I-3 is FFS. 

Editor’s note: It is FFS whether descriptions similar to the one for the Attach procedure are needed for idle mode mobility and handover. 

***********************End of changes************************
