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Abstract of the contribution: This contribution contains a meger of some aspect of tdocs S3-160571, S3-160600 and S3-160602 to provide a harmonised decription of the security architecture feature and key issues on Overview of 5G NextGen security architecture and a Security Anchor.
Discussion
This contribution contains a proposed pCR that merges content from S3-160571, S3-160600 and S3-160602 (see below for more details). 

.
This contribution only includes a proposed pCR and not any of the technical justification that was in the original tdocs. 

The document includes the following parts of the merged documents

S3-160571 – the complete pCR

S3-160600 – the complete pCR
S3-160602 – text for the clauses 5.FEAT and 5.FEAT.1 of the pCR

The rest of S3-160602 is included in other tdocs (S3-160809 and S3-160813).
Proposed pCR
5.ARCH
Security area #ARCH: Architectural Aspects of 5G Security
5.ARCH.1
Introduction 

This security area covers architectural aspects of the security for 5G NextGen systems. It also covers the security features to be provided on the protected reference points identified in the security area #ARCH on architectural aspects of the security for 5G NextGen systems. For each feature, it is stated for both security endpoints whether it is optional or mandatory to support or use. In all cases, it is assumed that a feature, if optional to use, is applied in the same way in uplink and downlink. If a feature is optional to use then its use is determined during the security negotation procedure. 
The present security area is structured such that there is one key issue for each reference point.

NOTE: This security area also covers the security features to be provided on the backhaul link and core network interfaces, as opposed to clause 5 of TS 33.401. 

Editor's Note: The referenece architecture for authentication framework in solution #12.1 of TR 23.799 is taken as a starting point for the reference points here.
Editor's Note: The security procedures realizing the security features described here are addressed in separate security areas.
5.ARCH.2
Security assumptions
tba
5.ARCH.3
Key issues

5.ARCH.3.1
Key issue #ARCH.1: Overview of 5G NextGen security architecture
Editor’s note: This key issue can be added as a separate clause of the TR.
5.ARCH.3.1.1
Key issue details

The present key issue covers

· a figure describing the 5G NextGen security architecture, abstracted so as to contain only the elements that are deemed relevant for security. It is expected that this abstracted architecture may be refined as the work of SA2 progresses. 

· a list of entities performing security functions 

· a list of reference points that need to be protected 

Editor's Note: Figure and lists tba

5.ARCH.3.1.2
Security threats 

tba
5.ARCH.3.1.3
Potential security requirements
tba
5.ARCH.3.2
Key issue #ARCH.2: Need for security anchor in 5G NextGen Network

5.ARCH.3.2.1
Key issue details

Summary: 

Is a security anchor in the Core Network beneficial for 5G? If so, can it be realized in an access-agnostic way?

Details:

A major advantage of the EPS security architecture over that of UMTS and GSM CS is that the MME provides a security anchor in the Core Network (CN). KASME is an intermediate key stored in the MME that is never transferred to the Access Network (AN). All AN-related keys are derived (directly or indirectly) from KASME without the need for re-authentication. 
This key issue deals with the question whether it is necessary or advantageous to have a security functional entity in 5G that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We call this entity "security anchor".
In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for UEs. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 

The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 

To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the security anchor (i.e., authentication function) deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions.
It should be clear from the functional specification and not depend on particular deployments whether the security anchor resides in a physically protected location or not. 

NOTE: For EPS, the assumption was made that CN nodes always reside in physically protected locations while AN nodes may reside in exposed locations. The term "physically protected" is not meant to imply tamper-resistance or similar concepts. 
In case the need for a security anchor is agreed then it needs to be decided further whether the security anchor can be realized efficiently in a (completely) access-agnostic way or needs to be access-dependent (at least to some degree). 

Editor's Note: The current text in TR 23.799: " Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks" could be misunderstood as not allowing a security anchor performing access-specific functions in the core network. However, this should be open for further study.

The following provides more background information: 

Potential security benefits of the security anchor (motivated by observations from EPS) include:

· Forward security (In EPS, a fresh key is sent from MME to target eNB in handovers, meant to provide increased security in case of chained handovers)

· Provisioning of fresh key after idle-active transition without the need for re-authentication (as opposed to UMTS); there is no need to keep keys in exposed node during idle mode. (But will there still be an idle mode in 5G?) 

· Termination of security for UE-CN signalling in security anchor can thwart some persistent DoS attacks (e.g. paging attack, 2013).  (But will there still be NAS signalling in 5G?)
· A connectionless mode is under discussion in SA2 where user plane security terminates in the CN. Such a mode could possibly benefit from a security anchor in the CN.

It is ffs whether these security benefits are also desired in 5G, and, if so, how they can be realized. 

The following questions should be studied for this key issue, motivated by observations from EPS:

· Is the provisioning of new AN keys by the security anchor tied to AN mobility events?

· In EPS, initial NAS messages or Path Switch messages are triggers for key generation in the MME. 
· Efficiency is achieved in EPS through piggy-backing keys on mobility messages

· How is fresh input to key derivation synchronized between UE and security anchor?
· Examples of fresh inputs from EPS include: NAS uplink COUNT, previous NH key

· Synchronization is efficiently provided in EPS as part of mobility signalling (e.g. inclusion of 3-bit NCC in HO Command)

· How is a replay of keys prevented?

· In EPS, the UE and the MME are in control of the fresh input 

· How is inter-RAT mobility (5G-4G, 5G-other) supported? Which 5G entity would interface with 4G CN or WLAN network for handover or idle mode mobility (providing key derivation and key transfer)?
· In EPS, the MME provides mapped keys
· How is multiple-RAT connection (5G-4G, 5G-other) supported (for single UE)? Which 5G entity would interface with 4G CN or WLAN network for security context setup (providing key derivation and key transfer)?

· In EPS, the MME (or AAA in case of non-3GPP access) are in the control of security setup
5.ARCH.3.2.2
Security threats 

 In 5G, mobility and session management functions may be located closer to the network edge, where those function are more exposed to attacks. In such deploymenet scenario, if an authentication and key management function is managed by an MME, compromising a single MME can break the security of a whole system if the MME is the security anchor in the serving network. Put another way, when the MME is the security anchor in a serving network, a compromise of an MME means that the compromise can affect other MMEs (a UEs data is still decryptable by an attacker even after the UE has moved to a different MME).  

5.ARCH.3.2.3
Potential security requirements
The authentication functionality should be kept in a physically secure location in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
