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Introduction
In order to avoid redundant discussions on a same topic and to save time, it was decided to merge the following contributions related to security on network slicing. 
-	S3-160531(Nokia)
-	S3-160537(China Mobile, CATR, Huawei, ZTE, TeliaSonera)
-	S3-160572(Huawei, Hisilicon, China Mobile)
-	S3-160587(Ericsson)
-	S3-160644(China Unicom, CATR)
-	S3-160661(Ericsson)
-	S3-160682(Telecom Italia, Deutsche Telekom AG)

[bookmark: OLE_LINK24][bookmark: OLE_LINK23]According to the analyses in S3-160537, S3-160572, S3-160587, S3-160644, S3-160661, S3-160682, we propose the key issues below to be discussed and the agreed issues to be added into key area <Network slicing security> of TR 33.899 “Study on the Security Aspects of the Next Generation System” to guide the “NexGen”.
Proposal
It is proposed to add the following Key Issues to the TR 33.899 “Study on the Security Aspects of the Next Generation System”.
[bookmark: _Toc399511925][bookmark: _Toc326248701][bookmark: _Toc324232210][bookmark: _Toc399743733][bookmark: _Toc248905717]* * * Start of changes * * * *
x	References
[a]	3GPP TR 22.864: " Feasibility Study on New Services and Markets Technology Enablers - Network Operation".	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
[b]	3GPP TR 22.891: " Feasibility Study on New Services and Markets Technology Enablers ".
[c]	3GPP TR 23.799: " Study on Architecture for Next Generation System".
* * * Next change * * * *
[bookmark: OLE_LINK27]4.x    security key areas
Editor’s note: the following security key area will be extended if some key areas have been found.
The security areas in scope of the TR is:	Comment by P3: From S3-160587, Ericsson
· Security for network slicing: covers security aspects related to the network slicing concept such as service access, network function sharing and isolation.
* * * Next change * * * *

[bookmark: _Toc446332736][bookmark: _Toc445247580][bookmark: _Toc445244977][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445245104][bookmark: _Toc446332738]5	Key issues and Solutions
[bookmark: _Toc446332737]5.x	Security Area #x: <Network slicing security> 
5.x.1	Introduction
Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use case(s).The features and requirements of slicing cause security problems and lead to security requirements. There are some key issues to address to assure the security of slicing network.	Comment by P3: From S3-160644, China Unicom, CATR	Comment by P3: From S3-160357, China Mobile, CATR, Huawei, ZTE, TeliaSonera
Functionalitties and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864. Solutions for the network slicing include architecture and functionality research in TR 23.799.
The support for network slicing concept is studied in TR 23.799 [c] where several related features with potential security implications are considered such as the sharing of network functions and the isolation between the different slices. In particular in relation to isolation, several security requirements are proposed in TR 22.864 [a] where it is implied that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.	Comment by P3: From S3-160587, Ericsson LM
Other requirements and use cases from [a] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.
In order to better capture the security assumptions for network slicing by taking into consideration the following aspects:
-	Network function sharing; 
-	Access network sharing;
-	Access from less trusted networks;
-	Coexistence within a network slice with 3rd parties’ network functions;
-	Coexistence between network slices with different security assurance requirements; 
-	Simultaneous UE connections to multiple network slices;
-	Simultaneous UE connections through different access technologies.
-	Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.
Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.
5.x.2	Security Assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc446332739]5.x.3	Key Issues
The key issues that need to be addressed by SA3 on this security area include but not limited:	Comment by P3: From S3-016537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
· Security isolation of network slices;
· Security mechanism of each slice;
· Security on UEs’ access to slices;
· Security on sensitive network elements;
· Security on management of slicing;
· Security on interacting with third party;
-	Virtualization security	Comment by P3: From S3-160682, Telecom Italia, Deutsche Telekom AG

5.x.3.1	Key Issue #x.1: <security isolation of network slices>
5.x.3.1.1	Key issue details
Isolation between slices is a basic requirement of slicing network. TR 22.864(ref.[a] 5.1.2.1 ) and TR22.891(ref.[b] 5.2.3)) have given some specific requirements about isolation (ref.[a] 5.1.2.1 , ref.[b] 5.2.3). For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. One slice cannot have unauthorized access to functions in other slices. These can be utilized to launch attacks without isolation.  	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
Network slices need to be isolated from each other in robust way. One network slice supporting one group of UEs or supporting one set of functions, if got compromised, shouldn’t negatively impact the performance and security of another network slice. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. The isolation should not be restricted to isolate between different slices but also allow multiple instances of the same network slice.	Comment by P3: From S3-160531, Nokia
5.x.3.1.2	Security threats 
Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
5.x.3.1.3	Potential security requirements.
It should be possible to define an identity for the network slice and define security policies per network slice.	Comment by P3: From S3-160531, Nokia
Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice.
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice.	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
5.x.3.2	Key Issue #x.2: <security mechanism differentiation for network slices>
5.x.3.2.1	Key issue details
The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR22.891(ref.[b] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.	Comment by P3: From S3-160572, Huawei, Hisilicon, China Mobile

· On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 	Comment by P3: From S3-16572, Huawei, Hisilicon, China Mobile
· On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit “AN” (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.
Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.
5.x.3.2.2	Security threats 
 Editor’s Note: Proposed security threats description is “Security mechanism should balance security and cost. Every single service scenario may have different consideration on the balance. Different security mechanisms for different slices should be defined.”
5.x.3.2.3	Potential security requirements.
To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. The controlling policy among different security mechanisms shall be supported.	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera	Comment by P3: From S3-160572, Huawei, Hisilicon, China mobile
5.x.3.3	Key Issue #x.3: <security on UEs’ access to slices>
5.x.3.3.1	Key issue details
TR23.799 defines the procedure(s) for selection of a particular Network Slice for a UE (ref. [c] 6.1.2). To achieve network slicing function, the UE needs to be configured a multi-dimensional descriptor (e.g. application, service descriptor), and reports multi-dimensional descriptor to the network. Based on this multi-dimensional descriptor provided by the UE and on other information (e.g. subscription) available in the network, the relevant functions within a certain network slice can be selected. To ensure that slices can be selected and accessed correctly for UEs, how to protect security of the procedure(s) should be addressed.	Comment by P3: From S3-160644, China Unicom, CATR
Besides the slice selection security assurance, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.
There are potentially several vulnerable links over which the access to the network slice and hence the service can take place.


Figure 1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authorization mechanism to support such variety in access/device type and also to be future proof.
5.x.3.3.2	Security threats 
Data(e.g. multi-dimensional descriptor or subscription) used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
User’s privacy information (e.g. application or request service descriptor) used in this procedure may be intercepted or eavesdropped.
If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources	Comment by P3: From S3-160531, Nokia
If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.	Comment by P3: From S3-160661, Ericsson
If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.
5.x.3.3.3	Potential security requirements
The authentication mechanism is needed to guarantee the network slicing assigned to the appropriate subscriber.	Comment by P3: From S3-160644, China Unicom, CATR
The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.	Comment by P3: From S3-160537, China Mobile, CATR, Huawei, ZTE, TeliaSonera
There shall be means to prevent unauthorized UEs from gaining access to services.	Comment by P3: From S3-160661, Ericsson
There shall be means to prevent authorized UEs from misusing their access rights.
There shall be means to authenticate UEs for access authorization.
5.x.3.4	Key Issue #x.4: <security on sensitive network elements>
5.x.3.4.1	Key issue details
There are some sensitive network elements which contain sensitive data or perform security related functions, e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. Solutions for this key issue will study: 
The type and form of sensitive network elements in slicing network; 
The mechanism for protecting a sensitive network element.
5.x.3.4.2	Security threats 
Editor’s Note:  Proposed security threats description is “Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack interfaces”.
5.x.3.4.3	Potential security requirements
Sensitive network elements should be protected from other entities.
5.x.3.5	Key Issue #x.5: <Security on management of slicing>
5.x.3.5.1	Key issue details
The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. The capabilities should be under control of authorized operators. 
5.x.3.5.2	Security threats 
Attackers may illegally obtain capabilities to manage slices or ongoing services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). 
5.x.3.5.3	Potential security requirements
The capabilities for operators to manage slices should be under control of authorized operators.
5.x.3.6	Key Issue #x.6: < Security on interacting with third party>
5.x.3.6.1	Key issue details
The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 
5.x.3.6.2	Security threats 
Attackers may utilize 3rd party APIs to attack slices.
5.x.3.6.3	Potential security requirements
The APIs should be accessed by authorized third parties.
5.x.3.7	Key Issue #x.7: <Security of inter slice communications>
5.x.3.7.1	Key issue details
When network slices implement dedicated network functions, inter slice communications are inevitable. Inter network slice communications should be made tamper proof. 
5.x.3.7.2	Security threats
Network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. 
5.x.3.7.3	Security requirements
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 
Interfaces between the network slices need to be protected similar to the current Network Domain Security.
5.x.3.8	Key Issue #x.8 <Virtualization Security>
5.x.3.8.1	Key issue details
The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 
In particular this security area deals with concerns such as:
· Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor or distinct network slices hosted utilizing the same network devices
· Lack of authentication between network virtual functions
· DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 
· Integrity of hypervisor and hosted VNFs.
5.x.3.8.2	Security threats
TBA
5.x.3.8.3	Security requirements
TBA
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