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Abstract of the contribution: This contribution introduces a new key issue regarding the privacy of vehicle UEs.
.    
1 Discussion

 We note that TS 22.185 has the following UE privacy requirements:
· The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

· Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
We note that there are two modes of communications: via the PC5 interface and via the Uu interface. For the PC5 mode, it is assumed that the network is able to capture all messages sent by a UE to an extent no larger than an attacker following the vehicle UE (or one that installs message sniffer devices along a road). Thus, the PC5 mode privacy aspects will only look at the transmitted data, as there is no signalling/control information being sent or received by UEs (exception: The communication mode where the eNB assigns resources; this can be treated as the Uu based attachment from this privacy perspective). 

On the other hand, for the Uu mode, the UE must undergo an LTE attach procedure before it can send actual V2X message data. Therefore, the network has access to the identity that the UE uses to attach, as well as the data that is contained in the packets it sends subsequently on that uplink. In particular, the UE may be attaching to the network solely for the purpose of V2X communications and doing so from a purely regulatory basis without the users consent. 
Also in Uu mode, the V2X application may get information about the UE that relates to the access being used by the UE, e.g. IP address of the UE stays constant despite the UE changing the security credential used at application layer. This would allow the application layer to link together more data than is necessary for the V2X service.
To this end we propose to add a key issue on these aspects.

2 Proposal
Proposed to add the following new section to the TR33.885:
*** FIRST CHANGE ****
5.X 
Key Issue #X: Vehicle UE privacy
5.X.1
Key issue details

The LTE-V2X system is expected to provide transport of V2X communications (V2V, V2I/N, etc.) in order to allow vehicle/road safety applications and other services such as traveller information dissemination. The effectiveness of many of the safety services depends on a high participate rate from the side of the UEs. 

All UEs participating can send very frequent data packets that contain information about their location, speed, direction, etc., as well as information identifying (on a short term basis) the source of this data, in order to allow theV2X application to work (e.g. path prediction).  This data is sent in the clear in order to be readily received by any other UE nearby. Moreover, the data will contain some identifying information such as signing certificate.

Privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. The fear of “automatic speeding tickets” as well as the tracking of a user whereabouts over time is legitimate and thus UE and user privacy measures must be designed into the V2X system from the beginning.

It is also worth noting that in certain environments where the vehicle density is high (e.g. urban), achieving UE privacy may be more feasible than in less travelled areas (e.g. rural roads). 
SA1 TS 22.185 provides a generic security requirement related to privacy: 

The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
Editor’s note: This may need to be revisited depending on outcome of SA1 discussion related to this requirement.
To distinguish between direct communication between vehicles or system entities (PC5), communication from the system entities to the LTE network (LTE-Uu), and LTE downlink by eMBMS may be helpful in finding solutions that also satisfy privacy for each of the interfaces.

Note: The “do not track” requirement is under discussion by SA2/SA3 how this should be interpreted. Since the MNO naturally needs to work with e.g. IP addresses as UE’s long-term transport layer identity, the system architecture needs to make sure that unlinkability between V2X data and MNO transport used data is achieved.
5.X.2
Security threats 
The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data makes it possible for the adversary to reveal UE’s personal details.

The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 
The threats can be detailed as following:
PC5 mode threat: A vehicle UE using the PC5 link to send its periodic V2X messages includes some identifiable information in the application layer data. Thus other UEs nearby could collect this data and correlate it to the location of that UE over time.

Network attachment threat: A vehicle UE that is attached to the network for V2X purposes (e.g. Uu mode) and that remains in connected is providing the network with the ability to track the UE. This threat is particularly relevant to the case when the UE is attaching to the network for V2X service due to regulatory requirements without the users consent.

Uu mode threat: V2X data that is sent across the network may provide the V2X application with additional data, e.g. an IP address, that enables the application to link together more V2X data than is necessary and provide some tracking of the UE. 

A UE using the Uu link to send its periodic V2X messages may need to re-attach as it moves along a road and comes into the coverage of another eNB. The network can keep a record of all attach identities and correlate them over time to the location and speed of the UE as contained in the application-layer V2X messages, thus tracking the UE at a very granular level. 

For both the PC5 and Uu based V2X communication modes, there is a threat that the UE, user or vehicle permanent identity may be inferred based on the data transmitted by that vehicle UE over time and space. 
5.X.3
Security requirements

UE pseudonymity should be provided to conceal personal data from attackers. 

Identifiers in the V2X messages should be protected

The content of the data transmitted  by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify the sender UE beyond a short time period necessary for the V2X application. 
It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of  tracking the UE. 
Editor’s note: The above requirement depends on the response by SA1 to S3-160789. It should be reviewed based upon that response.
The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.
*** END OF CHANGE ****
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