3GPP TSG SA WG3 (Security) Meeting #83
S3-160612
9-13 May 2016 San Jose de los Cabos (Mexico)
revision of S3-13abcd
Source:
Nokia
Title:
Identity Management
Document for:



Approval 


Agenda Item:
8.9
Work Item / Release:
FS_NSA
Abstract of the contribution:

This contribution proposes a key issue “Identity Management" for the security area "Authentication and Authorization". 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur).
5.AA.6.1
Key issue #AA.6: Identity Management
5.AA.6.1.1
Key issue details

In 3G and 4G, the IMSI uniquely identifies a mobile subscriber globally. The IMSI is stored in the USIM application on the UICC issued by the MNO. In other words, the identity of the subscriber belongs to, and is completely under the control of, the MNO. 

While the UICC will continue to be an essential part of 5G for use cases that require a USIM, there is also an expectation for 5G that 

a) It will allow non-UICC based devices to be used for 5G access

b) It will allow 3rd party identities to be used for 5G access, especially from non-UICC based devices.
SA1 TR 22.862 has the following requirement that mandates network access to devices owned and managed by a 3rd party such as a factory owner. 
"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."

It is not explicitly indicated, but a possibility to consider is applying this requirement also to human users, belonging to say a 3rd party enterprise. In such a scenario, the enterprise completely would manage the users with its own identity management schemes.
It is ffs how pre-existing identity management schemes could be used to access 5G networks.

In addition there are other requirements that relate to identities and possibly could be covered under the present key issue:

Separation of device identity from subscription (TR 22.864)
 “The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.”

Two different types of identities are referred to in the above SA1 requirement – identity of the device and identity of the subscription. The TR is unclear on what these identities really mean. In 4G and earlier generations, device identity referred to the IMEI of the device whereas subscriber identity refers to the IMSI stored in the UICC.  
The TR 22.864 section 5.8.1.1 “Device Theft Prevention”, is the driving factor behind this requirement. It states the following:

“Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable.”
It further goes on to say:

“There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.
Unique device identifiers in the 5G system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones.”
Secure storage of device identities (TR 22.864)
This suggests a need for having a device identity that is “securely” associated with a device and can be obtained independent of the user of the device. 

It should be noted that in 4G and earlier generations, the device identity, i.e. the IMEI, was not considered an identity that could be used in authenticating the device to the network. However, there is a requirement from GSMA that IMEI be securely implemented in the terminal. Furthermore, the IMEI is used for tracking stolen phones in the Equipment Identity Register (EIR) operated by the GSMA.  

While there are currently mechanisms to cryptographically associate an identity to a device, for example, based on the 802.1AR DevID manufacturing certificates or TPM generated cryptographic identities, it is unclear whether this SA1 requirement applies to certain use cases which might use device identities as a way to identify and authenticate the device. 

It is proposed to be ffs to determine the use cases where device identification based on secure device identities apply and evaluate its implication on the overall security architecture of 5G.

The requirement mentions “identifications of subscriptions”. Assuming that this refers to the identity of the subscriber, it could mean one of the following in 5G:

a) MNO provided subscription such as IMSI

b) User level identity, used by a 3rd party to identify and authenticate the user.

c) Service layer identity, assigned by the application to an authenticated user. For e.g. MCPTT ID used in MCPTT service layer.

A subscriber identity has so far been specific to a subscriber, irrespective of the service, and was not dynamically assigned. 

It is ffs what “identifications of subscriptions” really means, whether b) and c) of the above are needed and in which use cases, and what their implications for the security architeccture are.
Need for group identity (TR 22.861)
“The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices.” 

One implicit requirement coming out of the above statement is the need to uniquely identify and manage identities of the group.
It is ffs how group identities are assigned and managed in 5G.

Access from less trusted networks (TR 22.864)
In the section pertaining to access from “less trusted” networks the TR states the following:

“In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks. For example, current core network functions are expected to be deployed nearer the edge and multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements cannot be assumed and the user's identity should be protected.”
The resulting requirement is as follows:

“Subject to regulatory requirements, the UE may use a temporary identifier for initial attach that hides its long-term identity. The home network shall be able to associate this temporary identifier to the long-term identity.”

The requirement seems to suggest, in certain specific scenarios, a need for a dynamic identity to be temporarily assigned and associated to a particular user, to be used by the user for 5G access. 

It is ffs who manages and assigns these temporary identities to the user, how the network identifies the user based on these dynamic identities and how these identities are used during access authentication.

It should be also noted that a low security level of an access network has much wider implications than just the potential violation of identity confidentiality. 
5.AA.6.1.2
Security threats 

· Insecure storage of device identities could lead to device identity theft and impact security, especially when it is used to authenticate the device with the network
· Insecure storage of dynamically assigned subscriber identity could lead to a false identification of the subscriber by the network and potential impact on network security
5.AA.6.1.3
Potential security requirements
tba
