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This contribution proposes a key issue " Credential provisioning" for the security area "Authentication and Authorization". 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur).
5.AA.x.1
Key issue #AA.x: Credential provisioning
5.AA.x.1.1
Key issue details

SA1 TR 22.861 has the following requirement in [PR.5.1.3.2-001] “The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.” We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC (tbc by SA1). But, to be on the safe side, we cover both UICC and non-UICC cases below. 

a) UICC case

UICCs are likely to continue to play an important role in 5G security.

Traditionally, provisioning of subscriber credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 
Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity is provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 
Further concepts for remotely manageable UICCs are currently being worked on. 

For none of these concepts, a need is currently seen to support credential provisioning in 3GPP security specifications. However, as these concepts evolve, or new concepts are developed, this assumption may have to be re-visited. 
b) Non-UICC case

In key issue AA.3, it was mentioned that an SA1 requirement may necessitate the support for alternative authentication methods. These methods, e.g. EAP-TLS or EAP-TTLS, may rely on client certificates. 
It may be desirable to provision such client certificates, or other non-USIM-credentials, to the UE in an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. 

But even if it is decided not to specify such a non-UICC credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server. By definition of the non-UICC case, initial connectivity cannot be provided using pre-installed USIM credentials. It therefore needs to be studied whether the 5G core network should optionally support unauthenticated access from such UEs that would be limited to reaching provisioning servers predefined in the 5G core network. 
5.AA.x.1.2
Security threats 

· Unauthenticated access entails the risk of Denial of Service against the 5G serving network.
· Unauthenticated access entails the risk of unauthorized use of 5G services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the 5G core network.
5.AA.x.1.3
Potential security requirements
· Optional support for unauthenticated access to provisioning servers, as described in the key issue description, can be allowed only if the threats described in the preceding subclause can be mitigated. 
