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Abstract of the contribution:

This contribution proposes a security area "Key Hierarchy". 
No revision marks are used as all text is new. 'KEYH' is a placeholder for the correct number (to be inserted by the rapporteur).
5.KEYH
Security area #KEYH: Security Features
5.KEYH.1
Introduction 

This security area covers the key hierarchy for the 5G NextGen system. The key hierarchy depends on the results of security area #ARCH on architectural aspects.
5.KEYH.2
Security assumptions

tba
5.KEYH.3
Key issues

5.KEYH.3.1
Key issue #KEYH.1: Top-level key for access-network-specific keys
5.KEYH.3.1.1
Key issue details

Authentication between UE and network will establish an authentication session key. This authentication session key may be derived in an access-network-independent manner. Further keys will be derived from this session key. Access-network-specific keys may be derived either directly from the authentication session key or from an AN-specific-top-level key. It matters for the overall security of the system where this top-level key, from which all access-network-specific keys are derived, resides.

The present key issue deals with the following questions: 
· Whether an AN-independent authentication session key is to be maintained throughout a 'session' or 'registration period';

Editor's Note: The terms 'session', 'registration period' will be clarified as SA2 work progresses. 

· Whether an AN-specific-top-level key is required, and, if so, whether it is different from the authentication session key;

· For any of the above keys, whether it shall reside in the 5G core network and / or in a physically protected location. 
· The relationship with the entity 'security anchor' in key issue #ARCH.2 needs to be clarified. 

5.KEYH.3.1.2
Security threats 

tba
5.KEYH.3.1.3
Potential security requirements
tba

