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1 Introduction 
RAN2 has sent an LS to SA3 (R2-163129), where RAN2 states the following:

· The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)

..

· UE can receive data on DRB after having received and processed RRC connection resume message. 
· Security is fully resumed on UE side after reception and processing of RRC connection resume message and UL data on DRB(s) can be sent with “message 5”.

RAN2 also discussed the possibility for reconfiguration with the RRC connection resume message (as this would avoid the need for additional RRCConnectionReconfiguration message and then reduce the overhead) and further agreed the following:

· We make the assumption that L1 and MAC reconfiguration parameters can be present in the RRC connection resume message without ciphering.  

· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB reconfigurations can be present in the RRC resume message then we add that possibility later. 

· We inform SA3 of the above security related agreements
RAN2 would then like to ask SA3 to review the above assumption and specifically answer the following question:

Q1: Are integrity protection and/or ciphering needed for SRB/DRB reconfiguration (i.e. IEs DRB-ToAddModList, SRB-ToAddModList including e.g. RLC and PDCP configurations of the bearers) at RRC connection resume?
2 Discussion
RAN2 said that:
· We make the assumption that L1 and MAC reconfiguration parameters can be present in the RRC connection resume message without ciphering.  

This assumption is based on the behaviour already in "legacy" LTE and is nothing new in NB-IoT. 
According to TS 36.331 v 13.10 the IEs DRB-ToAddModList and SRB-ToAddModList include the following parameters:

DRB-ToAddModList
eps-BearerIdentity: INTEGER (0..15)
DRB-Identity: INTEGER (1..32)
pdcp-Config is defined in clause 6.3.2 and includes subelements: 
discardTimer: Indicates the discard timer value, headerCompression, maxCID: Indicates the value of the MAX_CID parameter, pdcp-SN-Size: Indicates the PDCP Sequence Number length in bits, profiles: The profiles used by both compressor and decompressor, statusFeedback: Indicates whether the UE shall send PDCP Status Report periodically or by E-UTRAN polling, statusPDU-TypeForPolling: Indicates the PDCP Control PDU option, statusPDU-Periodicity-Type1: Indicates the value of the PDCP Status reporting periodicity for type1 Status PDU, statusPDU-Periodicity-Type2: Indicates the value of the PDCP Status reporting periodicity for type2 Status PDU, statusPDU-Periodicity-Offset, Indicates the value of the offset for type2 Status PDU periodicity, t-Reordering: Indicates the value of the reordering timer, statusReportRequired: Indicates whether or not the UE shall send a PDCP Status Report upon re-establishment of the PDCP entity and upon PDCP data recovery, ul-DataSplitDRB-ViaSCG: Indicates whether the UE shall send PDCP PDUs via SCG, ul-DataSplitThreshold: Indicates the threshold value for uplink data split operation.    
rlc-Config is defined in clause 6.3.2 and includes subelements: 
dl-extended-RLC-LI-Field, ul-extended-RLC-LI-Field: Indicates the RLC LI field size, maxRetxThreshold: Parameter for RLC AM, pollByte: Parameter for RLC AM, pollPDU: Parameter for RLC AM, sn-FieldLength: Indicates the UM RLC SN field size, t-PollRetransmit: Timer for RLC AM, t-Reordering: Timer for reordering, t-StatusProhibit: Timer for status reporting, ul-extended-RLC-AM-SN, dl-extended-RLC-AM-SN, Indicates whether or not the UE shall use the exteneded SN and SO length for AM bearer.
logicalChannelIdentity: INTEGER (3..10)
logicalChannelConfig: priority, prioritisedBitRate, bucketSizeDuration, logicalChannelGroup.
SRB-ToAddModList
srb-Identity: INTEGER (1..2) 

rlc-Config: See above.
logicalChannelConfig: See above.
Integrity protection of DRB-ToAddModList IE and SRB-ToAddModList IE is required. Otherwise an adversary could modify the IE contents and cause misconfiguration of the UE. 

As can be seen above, DRB-ToAddModList IE or SRB-ToAddModList IE do not include any  (permanent) identifiers or other information, which could be used to directly identify a subscriber by an adversary.  The Eps-BearerIdentity and DRB-Identity have a relatively short number space and the same values will be used for many UEs. One could think if the combination of the parameters and their values  in the IEs in question could present an increased risk of tracking if (almost) the same set of parameter s with (almost) the same values is sent in clear to the UE in subsequent resumes. However, this is quite unlikely to happen since the parameters or values of those parameters in the DRB-ToAddModList IE and SRB-ToAddModList IE are "delta" configuration as they describe what should be changed (added or modified) and are therefore expected to be different between subsequent resumes for the same UE. There are other parameters that impose an increased risk of tracking of UEs already today, like the PDCP SQN, which keeps on counting during a HO. Therefore, there seems to be no strong concerns leaving DRB-ToAddModList IE or SRB-ToAddModList IE in the clear and therefore there seems to be no strong requirement to use ciphering for the DRB-ToAddModList IE and SRB-ToAddModList IE. It seems to be a trade-off between slightly increased risk of tracking of UEs versus efficiency of signalling. 
3 Conclusion and proposal
It is proposed to indicate to RAN2 that integrity protection of DRB-ToAddModList IE and SRB-ToAddModList IE is required. 
The need for ciphering of DRB-ToAddModList IE and SRB-ToAddModList IE seems to be a trade-off between slightly increased risk of tracking versus efficiency of signalling. This analysis did not identify any strong concerns with leaving those parameters in the clear, but we would like to SA3 to discuss further whether there are any security issues with leaving the message un-encrypted and give feedback accordingly to RAN2. 
