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Abstract of the contribution: This contribution discusses and proposes a security solution for the RRC Connection Suspend and Resume procedures.
1 Introduction 
SA2 has decided that for UP based data transfers a possibility to suspend an RRC connection to be resumed at a later time (solution 18), is introduced in Rel-13 to reduce signalling due to state transitions. 
This contribution discusses a security solution for the RRC Connection Suspend and Resume procedures based on the received LS:es from RAN2 in LS R2-162019 and LS R2-163129 and SA2 in LS S2-161260 and RAN3 in LS R3-161016.
2 Security analysis

2.1 General
The purpose of the RRC suspend/resume procedure is to allow the eNB to suspend an RRC connection to be resumed by the UE at a later time. The UE may resume the RRC connection in the same or different eNB than where the suspend took place. The UE and eNB store the AS security context at suspend and reactivate the AS security context at resume. 
When the eNB decides to suspend the RRC connection then the eNB allocates an identifier, Resume ID, which it includes in the RRC Connection Suspend message to the UE. The identifier (Resume ID) is used at subsequent resumption of a suspended RRC Connection. This identifier is stored in the UE and the eNB together with the related context information, i.e. RRC configuration, AS security context, bearer related configuration (including RoHC state information), and other L3/2/1 parameters when applicable.

The current assumption in CT1 is that the established NAS security at suspend is maintained in UE and MME, and at resume this is just continued to be used, i.e. no NAS security negotiation will take place.
2.2 RRC connection suspend procedure
Protection of RRC Connection Suspend message:

RAN2 has confirmed in R2-163129 and R2-162019 that that the source eNB is able to provide both integrity protection/replay protection and ciphering of the RRC Connection Suspend message on SRB1 in the PDCP layer using the current AS security. 
2.3 RRC connection resume procedure
According to RAN2 the RRC connection resume procedure consists of three messages: RRCConnectionResumeRequest from the UE to the eNB (so called msg3), RRCConnectionResume from the eNB to the UE (so called msg4) and RRCConnectionResumeComplete from the UE to the eNB (so called msg5). 

RAN2 has made several security related agreements, which need to be analysed and confirmed by SA3.
Protection of RRC Connection Resume procedure messages:

RAN2 has confirmed in R2-163129 and R2-162019 that RRC Connection Resume Request message will be sent on SRB0 and no security will be provided to this RRC message in PDCP layer. 
RAN2 has confirmed in R2-163129 and R2-162019 that RRC Connection Resume message (msg4) will be sent on SRB1 and integrity protection and replay protection will be provided to this RRC message in PDCP layer. 
RRCConnectionResumeComplete is also sent on SRB1 and protected on PDCP layer. 
Re-use of the ShortMAC-I:

RAN2 has agreed to re-use the ShortMAC-I used at RRC connection re-establishment as the message authentication token also for the RRC Connection Resume Request message.  
Even though the ShortMAC-I (from Rel-8) is proposed to be re-used by RAN2, there are some significant differences in these two cases. In the RRC connection re-establishment procedure (from Rel-8) the source eNB pre-calculates several ShortMAC-I tokens and gives them to possible candidate target cells under the target eNB where the UE could try to connect in case the handover fails.  The target eNB will check if the token is valid (by comparing the received token from the UE to the received token from the source eNB). The same concept does not work in case of RRC resume because the source eNB cannot know beforehand to which eNB the UE tries to resume. Therefore it is the source eNB that should verify the ShortMAC-I and proceed with the resume only if the token verification was successful. The token also cannot be pre-calculated by the source eNB, but the UE needs to calculate the token using the stored KRRCint of the source cell as input when calculating the ShortMAC-I and other parameters discussed below in this contribution. 
Resume procedure:
RAN2 has indicated to SA3 that RAN2 has agreed to provide the NCC to the UE in RRC Connection Resume (msg4).

There are two scenarios to consider:
Scenario 1. RRC connection resume to a new eNB
The principle in LTE has been, since Rel-8, that the source eNB shall not provide the security keys which have been used in the source eNB, to the target eNB (e.g. at X2 HO). The same principle should be used in RRC suspend and resume procedure. When the UE initiates the RRC connection resume request to a new eNB (target eNB), the target eNB contacts the source eNB on the X2 interface to fetch the UE context. The message over X2 includes the Resume ID, ShortMAC-I and target Cell-ID. The source eNB then verifies the ShortMAC-I with the KRRCint stored in the AS security context. If the check and verification is successful, the source eNB derives a new KeNB*from either a fresh NH or current KeNB using the target PCI and target EARFCN-DL.  The source eNB then forwards the new KeNB* and the NCC associated with the new KeNB* to the target eNB. 
Note: As a conclusion at the April RAN3 meeting, RAN3 does not anticipate to include target PCI and target EARFCN-DL in the RETRIEVE UE CONTEXT REQUEST over X2. It is assumed that the source eNB can obtain target PCI and target EARFCN-DL from a cell configuration database by means of the target Cell-ID.

When the target eNB receives a new KeNB* and the NCC associated with the new KeNB* from the source eNB on the X2 interface, the target eNB derives new AS keys from the new KeNB* and assigns the  AS keys to the PDCP layer. The RRC Connection Resume (msg4) is protected in the PDCP layer with the new KRRCint key. When the UE receives msg4, it performs either vertical or horizontal key derivation based on the received NCC value, derive new AS keys from the KeNB and perform the integrity check of msg 4 using the new KRRCint.

Scenario 2. RRC connection resume to the same eNB

The target eNB may be the same as the source eNB in the description in scenario1 above. If so the single eNB performs the roles of both the source and target eNB. 

In particular, a new KeNB* shall be derived even if the UE is resuming to the same cell from where it was suspended. This is because it is possible that the same Resume ID can be re-used if the UE stays in the same cell and in the same eNB during several RRC suspend and resume roundtrips. Therefore, the key derivation mitigates against possible replay attacks if an attacker tries to replay the RRC connection resume request message and resume the RRC connection on behalf of the UE. 
Input to ShortMAC-I:
At RRC re-establishment from Rel-8, the UE calculates a 32-bit MAC over {target Cell-ID, source physCellId (PCI), source C-RNTI} and assigns the 16 LSB of the MAC to the 16-bit ShortMAC-I. 
In the context of RRC connection resume, including the target Cell-ID into the calculation of ShortMAC-I would tie the ShortMAC-I to the target cell and make it possible for the source eNB to detect if an attacker attempts to replay a RRC connection resume request in a different cell. 
Using source physCellId (PCI) and the source C-RNTI as input parameters would tie the ShortMAC-I to the cell where the UE was suspended, however, the Resume ID already achieves the purpose of pointing to the correct UE context in the source eNB, and therefore there seems to be no security reason to include the source C-RNTI nor the source physCellId (PCI) in the calculation. It should be noted that also in Rel-8, source physCellId (PCI) and the source C-RNTI were included to the ShortMAC-I calculation by the consideration of RAN2 and SA3 only required to include the target Cell-ID. 
The Resume ID does not need to be included as if it is modified by an attacker, the Resume ID will point to a wrong UE context and consequently a wrong key will be used to verify the ShortMAC-I and therefore the modification will be detected.   
Therefore it is proposed to include at least the target Cell-ID to the ShortMAC-I calculation, and leave other possible input parameters for RAN2 to consider (similarly as in Rel-8) and indicate this to RAN2. If RAN2 decides to use the same input parameters as in Rel-8, then it would be desirable to differentiate the ShortMAC-I of RRC connection re-establishment (Rel-8) from ShortMAC-I of RRC connection resume with some differentiator in the MAC calculation, e.g. by using a constant value "resume". This would ensure that the two tokens are not equal and cannot be used interchangeably for possible attacks. The name of the two tokens should be different and it is proposed to use ShortResumeMAC-I for the resume case. 
Algorithm handling
As discussed previously, the ShortMAC-I is calculated using the integrity algorithm used in the source eNB. 

Currently RAN2 does not support algorithm change at resume. It is assumed in RAN2 that if algorithm change is needed due to the target eNB not supporting the algorithms used in the source cell, the old RRC connection can be dropped and a new connection established with different algorithms I.e. this handling is similar to the RRC connection re-establishment. Therefore the source eNB needs to indicate the algorithms used in the source eNB to the target eNB on the X2 interface. 
2.4 Fresh NH value from MME
The new RRC Connection Suspend and Resume procedure will likely mean that the UE will go more seldom to Idle mode. Since the AS security context will be stored in the source eNB when the UE is suspended, this means that the AS security context (including KeNB) will be stored in the source eNB for longer periods than in the current specification when the AS security context is deleted from the eNB when going to Idle mode. This can be considered to be an increased risk of key leakage from the eNB. To mitigate this threat, the KeNB can be updated during suspend and resume signalling between the eNB and the MME. In particular, the MME can, based on its policy, send a fresh {NH, NCC} pair to the source eNB when the source eNB deactivates the UE in the MME and the source eNB shall then use the fresh {NH, NCC} pair when the source eNB derives a new KeNB* as described above in this paper (as specified in Annex A.5 in TS 33.401).
RAN3 has specified that the target eNB will run Patch Switch procedure with the MME after a successful resume. Target eNB will get fresh {NH, NCC} pair from the MME during Path Switch procedure.

3 Conclusion and proposal
The proposed security solution for RRC suspend and resume is described in clause 2 above and implemented in CR S3-160590 to TS 33.401. It is proposed to agree the CR to TS 33.401 and send an LS to RAN2, SA2 and RAN3 to inform them on the chosen solution.
