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[bookmark: page2]Introduction
In SA1 TR 22.891[2] and SA1 TR 22.864[1], there are many requirements on network slicing. In SA2, TR 23.799[3] lists slicing as a key issue and has given some solutions for it. The features and requirements of slicing cause some security problems and lead to security requirements. This contribution will give some considerations about security of network slicing.
2.	Discussion
Based on the features and requirements proposed on network slicing, there are some different kinds of security considerations derived and classified. The following chapters will give some analysis on them. 
2.1	Considerations for security isolation of network slice 
In SA1 TR 22.891[2] and SA1 TR 22.864[1], there are some requirements on isolation proposed as followed:
The operator shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices.
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice.
The 3GPP system shall support elasticity of network slice in term of capacity with no impact on the services of this slice or other slices.
The 3GPP system shall be able to change the slices with minimal impact on the ongoing subscriber’s services served by other slices, i.e. new network slice addition, removal of existing network slice, or update of network slice functions or configuration.
From the descriptions above, we can find that isolation between slices is a basic requirement of network slicing. Some attacks can be launched without isolation. For example, capacity elasticity of one slice may consume the resources of other slice, which causes lack of resources and cannot support the services of other slices. Attackers may utilize this way to launch a DoS attack to slices. Also, attackers can steal data by having illegal access to functions in other slices’ or covert channel attack. So, in SA3 we should study: 
· Which types of security isolation will be required and what is within 3GPP SA3 scope with regards to security isolation of slicing network.
· How to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice.
2.2	Considerations for security mechanism of each slice
In SA1 TR 22.891[2], there is one service-specific security assurance requirement proposed as followed:
The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. 
So, in SA3 we should study: 
· How to provide the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network
2.3	Considerations for security on UEs’ access to specific slice
In SA1 TR 22.891[2] and SA1 TR 22.864[1], there are some requirements on UEs’ access to specific slice proposed as followed:
The 3GPP System shall be able to identify certain terminals and subscribers to be associated with a particular network slice.
The 3GPP System shall be able to enable a UE to simultaneously obtain services from one or more specific network slices of one operator e.g. based on subscription or terminal type. 
The access network shall be able to inform UEs what capabilities are supported (e.g., to allow UEs to determine if the network provides the required capabilities).
SA2[3] defines the procedure(s) for selection of a particular network slice for a UE. Based on this multi-dimensional descriptor(e.g. application, service descriptor) provided by the UE and on other information (e.g. subscription) available in the network, the relevant functions within a certain network slice can be selected. Data(e.g. multi-dimensional descriptor or subscription) used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service form a right slice or may be allocated to other slice. User’s privacy information (e.g. application or request service descriptor) used in this procedure may be intercepted or eavesdropped. So, in SA3 we should study:
· How to ensure that slices can be selected and accessed correctly for UEs .
· How to protect the security of User’s privacy information used for slice selection.
2.4    Considerations for security on sensitive network element
There are some sensitive network elements which contain sensitive data or perform security related functions. e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack surface. So, in SA3 we should study: 
· The type and form of sensitive network elements in slicing network. 
· The mechanism for protecting a sensitive network element.
2.5	Considerations for security on management of slicing
In SA1 TR 22.864[1], there are one requirement on management of slice proposed as followed:
The 3GPP system shall support network sharing with capabilities for operators to set parameters for resource sharing both on demand and dynamically.
The operator shall be able to dynamically create network slice to form a complete, autonomous and fully operational network customized to cater for different diverse market scenarios.
The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. Attackers may illegally obtain capabilities to manage slices or ongoing services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). The capabilities of management of slicing should be under control of authorized operators. So, in SA3 we should study:
· How to ensure the security on management of slicing
2.6	Considerations for security on interacting with third party
In SA1 TR 22.864[1], there is one requirement on interacting with third party proposed as followed:
The operator shall be able to authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator.
The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. So, in SA3 we should study:
· How to ensure the security of interacting with third party.
3.	Conclusion and proposal 
We can see that there are many key issues that should be considered on security of network slicing. The key issues include:
Security isolation of network slice;
Security mechanism of each slice;
Security on UEs’ access to specific slice;
Security on sensitive network element;
Security on management of slice;
Security on interacting with third party.
We kindly propose:
SA3 should add these key issues for security of network slicing into TR 33.899.
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