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Discussion and Decision
1      Introduction
In RAN #71, RAN2 discussed the mobility enhancement of handover without WT change in LWA WI. The solution is beneficial if the UE can remain authenticated / connected to the LWA WLAN AP after eNB handover occurs without requiring WT change procedure. In current procedure, S-KWT (used as WLAN PMK to start the 4-way handshake) is derived from KeNB and S-KWT key refresh is required whenever the KeNB changes for any reasons, including due to UE handover.  The side effect of such procedure is that the UE will need to (re)perform 802.11 4-way handshake.  RAN2 has asked SA3 to discuss possible solution for the UE to remain authenticated/connected to the LWA WLAN AP after eNB handover.  

In this contribution, we discuss optimization proposals for maintaining the same PMK despite of changes to KeNB in order to avoid unnecessary overhead resulting from (re)performing the 4-way handshake between UE and WLAN AP.  
2      Discussion
2.1     Background

This section attempts to justify decoupling the produced PMK from changes to KeNB (for any reasons, including UE/eNB handover), followed by specific proposals and recommendation.
Observation 1 : KeNB refreshes may occur too often depending on supported data-rates by eNB and PDCP Sequence Number (SN) size
Table 2.1 below shows frequency of KeNB refreshes for various supported data-rates and PDCP SN sizes.  As depicted in the table, KeNB will be refreshed every 5 minutes when the slowest data-rate and maximum PDCP SN size are used.   This implies that the longest PMK refresh time duration will be every 5 minutes – that is, in the best scenario the UE and WLAN AP have to perform the 4-way handshake every 5 minutes.  As the data-rate increases, PMK refresh time duration could occur every .2 seconds.  In either case, this will not be optimal (or even tolerable) as it leads to very frequent re-execution of the 4-way handshake between UE and WLAN AP.

Table 2.1 – KeNB refresh time for various data rates and PDCP Sequence Number Size
	KeNB refresh time in seconds (approx.)

	 
	Data-rate (Mbps)

	PDCP SN size (bits)
	10
	20
	100
	200
	1000
	10000
	20000

	12
	4.9
	2.5
	0.5
	0.2
	0.0
	0.0
	0.0

	15
	39.3
	19.7
	3.9
	2.0
	0.4
	0.0
	0.0

	18
	314.6
	157.3
	31.5
	15.7
	3.1
	0.3
	0.2


Observation 2 ::  The initially produced PMK can remain active (the same) until the UE-WLAN AP connection is terminated 
In Rel 13 LWA, both PMK generation and refreshes are coupled with KeNB. That is, the initial PMK is derived from the KeNB key and any subsequent changes to the KeNB (for any reasons) causes the PMK to be refreshed. Decoupling PMK refreshes from KeNB (i.e., keeping the same PMK until UE-WLAN connection is terminated) does introduce any security threats.  Except, one may argue that this would increase the chances of leaking the PMK outside the WT network.  Nonetheless, this threat can be considered a low priority one because the WT network is managed and protected by the operators.
Proposal 1 :  PMK is refreshed only when the UE-WLAN AP connection is terminated

Once the produced PMK is installed in the UE and WLAN AP, it remains active (the same) until the UE-WLAN AP connection is terminated.   This is intended to decouple PMK refreshes form KeNB changes for any reasons (including due to UE /eNB handover) as long as the UE remains connected to the same WT network.

Proposal 2 :  PMK refreshes may optionally be triggered by WT security policy
In addition to proposal 1, the WT security policy may also choose to trigger a request to the serving eNB for a new PMK.   This is intended to address the issue pertaining to potential PMK leak outside the WT network, in particular if the UE-WLAN AP connection remains active for several hours or days.  

3      Conclusion
In Rel 13, PMK refresh policy is coupled with KeNB – i.e., PMK refresh occurs when KeNB changes for any reasons.   This will cause significant overhead resulting from re-execution of the WLAN 4-way handshake between the UE and WLAN AP, in particular when eNB supports high data rates.  This overhead seems to be unnecessary given high-entropy nature of the produced PMK and the fact that WT network is protected and managed by the operators.  Hence, at a minimum, we do recommend to decouple PMK refreshes from KeNB by adopting proposal 1.  Furthermore, if there are concerns of maintaining the same PMK when the UE-WLAN AP connection remains active for a long period of time, we can also support proposal 2 where the WT can trigger PMK refresh.  
Adopting proposal 1 (and optionally proposal 2) also implies that the UE - WLAN AP connection will be maintained (without requiring the 4-way handshake to be performed) upon UE / eNB handover as long as the UE remains connected to the same WT network.
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