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Abstract of the contribution:
Until now, the BEST-CIoT study almost exclusively concentrated on the high-level concept of CIoT and generation of CIoT session keys.  The contribution, S3-152246, introduced at the last meeting evaluated two options for user plane security: IPsec and TLS.  The conclusion of that document points out certain disadvantages of TLS compared to IPsec, especially the lack of clean separation of control and user plane protocols. 
The present contribution proposes IPsec ESP to be used to for authentication, integrity protection, and confidentiality of the CIoT user plane.  We propose the inclusion of the below text in the TR.

Proposed pCR to TS 33.863 v0.4.0

[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF CHANGES	***
[bookmark: _Toc435439989][bookmark: _Toc435440268][bookmark: _Toc292121658][bookmark: _Toc432184959][bookmark: _Toc428526228]2 References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 41.001: "GSM Release specifications".
[3]	3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".
[a] 	IETF Transport Layer Security (tls) Working Group, Charter, http://datatracker.ietf.org/wg/tls/charter/ 
[b] 	RFC 7252 “The Constrained Application Protocol (CoAP)”
[c] 	I-D draft-ypoeluev-tls-m2mcertificate-00 “Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS) Authentication Using M2M Certificate”
[d] 	I-D draft-ietf-tls-cached-info-19 “Transport Layer Security (TLS) Cached Information Extension”
[e] 	I-D draft-ietf-tls-tls13-05 “The Transport Layer Security (TLS) Protocol Version 1.3”
[f] 	RFC 5246 “The Transport Layer Security (TLS) Protocol Version 1.2”
[g] 	I-D draft-ietf-dice-profile-13” A TLS/DTLS Profile for the Internet of Things”
[x]	RFC 4303 “IP Encapsulation Security Payload (ESP)”
[y]	3GPP TS 33.210: “Network Domain Security (NDS); IP network layer security”.

***	  NEXT CHANGE	***
6.x	Solution #x: Bearer protection
[bookmark: _Toc292121659][bookmark: _Toc432184960][bookmark: _Toc428526229]6.x.1	Introduction
The present solution builds on the previous AKA key derivation solutions, such as solution #1 and #2, sections 6.1 and 6.2 respectively.  It is presented as a delta, i.e. the description of the present solution contains only elements in addition to those solutions.  The solution proposes user plane protection utilizing the AKA key derivation solutions documented in those sections.  
[bookmark: _Toc292121660][bookmark: _Toc432184961][bookmark: _Toc428526230]6.x.2	Solution description
In order to protect the user plane data between the UE and the HSE it is required to implement IPsec ESP according to RFC 4303 [AddRef x] as profiled by TS 33.210 [AddRef y], with confidentiality, integrity and replay protection.  The e2m key pairs shared between the UE and the HSE used to negotiate and maintain the e2m IPsec Security Associations (SAs) are derived as described in solutions #1 and #2 of the document. 

NOTE: The choice of crypto suites is not restricted further from the ones in TS 33.210, but due to computational efficiency, the use of AEAD algorithms combining authentication and encryption is preferred.
NOTE: The solution does not mandate the use of tunnel versus transport-mode ESP. 
NOTE:  While header compression is expected to further improve efficiency of the solution, this contribution neither mandates it nor puts forward the use of specific compression algorithms.
[bookmark: _Toc292121665][bookmark: _Toc432184965]6.x.3	Solution evaluation
The current solution satisfies key issue #1 and its requirements, by providing IPsec-based integrity and confidentiality protection against tampering and eavesdropping. 
By pointing to the standard list of crypto suites in TS 33.210, the solution allows for the use of crypto algorithms that conform with regional and visited network requirements, thus satisfies the requirement of key issue 3. 

Editor’s Note:  The method of deriving or negotiating the IPsec ESP Security Association parameters is FFS.

***	END OF CHANGES	***

