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SA3 would like to thank ETSI SAGE for the valuable feedback on how new GIA4 (integrity), GEA5 (encryption) and GIA5 (integrity) might be specified. SA3 would like to ask ETSI SAGE to start specifying the new algorithms. 
SA3 would like to provide the following guidance on what the input and output values of the algorithms will be: 

For the new encryption algorithm, the inclusion of the new CONSTANT parameter suggest by ETSI SAGE seems like a good idea. To sum up, SA3 would like to suggest the following input parameters for GEA5: the 32-bits long counter INPUT (could also be called as INPUT-C), the one bit long DIRECTION and a 32-bits long, frame-type and integrity algorithm specific constant CONSTANT-F (that can be split into two separate constants if ETSI SAGE algorithm design requires so). 
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Figure 1: Input and output parameters for GEA5 
For the new integrity algorithms, SA3 would like to suggest the following input parameters: a 32-bits long INPUT-I, MESSAGE, one bit long DIRECTION, and a 32-bits long, frame-type and integrity algorithm specific constant CONSTANT-F (that can be split into two separate constants if ETSI SAGE algorithm design requires so). 
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Figure 2: Input and output parameters for GIA4 and GIA5 

In their draft designs, ETSI SAGE suggested the inclusion of a new COUNT-I parameter. SA3 has studied two possibilities for the COUNT-I parameter with the 3GPP protocol group CT1. If available LLC information elements are reused, e.g. LLC Frame Number, updates of messages and information elements can be avoided. If however specific new information elements and parameters are required for integrity protection the impact on LLC could be significant. SA3 would like to reuse the available LLC information elements, and avoid significant impacts to the LLC protocol. 

The exact content of INPUT-I parameter is still under discussion. In TR 33.860, there is one proposal (solution 7) that is currently under evaluation of SA3. 
The CONSTANT-F is an algorithm and frame-type specific constant. This is also described in TR 33.860 (solution 7). 

2
Actions

To ETSI SAGE 

ACTION 1: SA3 would like to ask ETSI SAGE to start specifying the new algorithms with the principle of specifying GIA4 (similar to UIA1) based on Kasumi, and GEA5 and GIA5 (similar to UIA2 and UIA2) based on SNOW 3G. The stage 3 phase of standardization has been started, and 3GPP is currently working on finalizing the standard early in 2016.
ACTION 2: SA3 asks ETSI SAGE to take the proposals of the new INPUT-I and CONSTANT-F parameters suggested in TR 33.860 (solution 7) into account if seen applicable by ETSI SAGE.
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