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Abstract of the contribution:
This contribution proposes to select a solution for CIoT authentication and key agreement. 
1. Discussion
In the scope of study on EC-GSM, the frequency of authentication may be very different from the existing 3GPP systems. Then, the time between authentications could be considerably extended, while session keys to protect user plane and control plane should be short-lived session keys. 

Solution#2 is the only candidate solution that enables the CIoT session keys Ktc and Kti to have short lifetimes thanks to an interim key Kmed stored similarly to the subscription key K within the USIM.  The other solutions rely on CIoT session keys Ktc and Kti with long lifetimes. 
Consequently, we recommend to choose the authentication and key agreement defined in solution#2 “Data efficient rekeying” as conclusion for clause C.1 of 3GPP TR 33.860.  We kindly ask SA3 to review and agree following pseudo-CR to TR 33.860. 

2. Proposal: pseudo-CR to 3GPP TR 33.860 v1.0.0

*** START of 1st CHANGE ***
7
Evaluation and conclusions 

Editor’s note: This clause will contain the evaluation between the solutions in section 6, and the conclusions made by SA3.

7.1
Authentication and key agreement

Editor’s note: This clause will be updated to reflect decisions taken for Annex C of this document.

In the scope of study on EC-GSM, the frequency of authentication may be very different from the existing 3GPP systems. Then, the time between authentications could be considerably extended, while session keys to protect user plane and control plane should be short-lived session keys. 

Solution#2 is the only candidate solution that enables the CIoT session keys Ktc and Kti to have short lifetimes thanks to an interim key Kmed stored similarly to the subscription key K within the USIM.  The other solutions rely on CIoT session keys Ktc and Kti, whose lifetimes can be very long since the authentication frequency can be very low. 

*** END of 1st CHANGE ***
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