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Abstract of the contribution: Discussion to support deletion of the 3 ENs in clause X.1 of the LWA draft CR in S3-152470
1. Introduction
In the draft CR for LWA in S3-152470, we have the following 3 Editor’s Note in X.1:

“1.
There may be performance gain at eNB in avoiding the Xw-U encryption. Any advantage to this Xw tradeoff is FFs.

2.
It is FFS whether to separate the control plane (Xw-C) and user plane (Xw-U) on to separate IPsec tunnels.

3.
To support WLAN mobility within a WT, it is FFS whether multiple S-KWTs and the identifier for these multiple keys are needed.”

The first two ENs are related to Xw security and the 3rd EN is on mobility within WT. 

2. Xw Security

The Xw-C requires both confidentiality and integrity protection (since it carries S-KWT), whereas for Xw-U only integrity protection is needed, since user plane packets are already confidentiality protected at PDCP.
There are two options to protect Xw: 

1. Use same IPsec tunnel for both Xw-C and Xw-U

2. Use separate IPsec tunnels for Xw-C and Xw-U

Obviously, option 1 implies that turning off confidentiality for Xw-U is not feasible. However, the benefit is that only one IPsec tunnel needs to be established, thus avoiding the need for eNB to create and maintain two IPsec SAs for each Xw interface.
With option 2, two IPsec SAs needs to be established and maintained by the eNB, but the encryption for IPsec SA for Xw-U can be turned off by using a null encryption algorithm, thus saving computational resources required for encryption/decryption. Based on our experience, symmetric ciphers such as AES, add CPU overhead in the low single digit percentages, therefore, any performance gain at the eNB is likely due to the Xw-U encryption is minimal.

Therefore, we propose to use the same IPsec tunnel for both Xw-C and Xw-U and delete both the ENs.

3. Mobility within WT

Response LS in S3-160025 (R2-157123) with respect to inter-AP mobility within WT (Q1 “How is inter AP mobility achieved under a WT?) states the following:
“RAN2 would like to clarify that RAN2 does not define inter AP mobility, but rather rely on procedures defined in IEEE 802.11 specification. RAN2 has defined a WLAN Mobility Set, within which WLAN mobility is transparent to the eNB, i.e. the UE does not signal to the eNB when it connects to another AP within the mobility set. The eNB configures the WLAN Mobility Set to the UE using RRC and to the WT using WT Addition and WT Modification procedures. All the APs within a Mobility Set are controlled by the same WT.“

Since inter AP mobility within WT is transparent to WT, there is no need for eNB to deliver multiple S-KWT to the WT. Therefore, EN related to mobility can also be deleted.

4. Proposal

Based on the information provided in this contribution, we propose that all 3 Editor’s Note in X.1 of LWA draft CR be deleted.
