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Abstract of the contribution: This contribution discusses the PSK to be used to perform 4-way handshake, ranther than PMKSA caching. 
1 Introduction
802.11 specification details two ways to perform 4-way handshake, which are the Pre-shared key and PMKSA caching. This contribution analyzes which method is better suited for LTE-WiFi Aggregation.
2 PMKSA Caching introduction
PMKSA is short for pairwise master key security association, and 802.11 specification defines the PMKSA as the context resulting from a successful IEEE 802.1X authentication exchange between the peer and Authentication Server or from a preshared key(PSK). The definition says that the context is the result from 802.1X authentication or the result from PSK. The PMKSA is created by the Authenticator’s SME when the PSK is configured, and the PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs. 
PMKSA contains the following elements, and are identified by PMKID:

· PMKID, The PMKID identifies the security association

· Authenticator’s or peer’s MAC address

· PMK

· Lifetime

· AKMP, Authentication and Key Management Protocol

· All authorization parameters specified by the AS or local configuration.

If a STA has determined it has a valid PMKSA with an AP to which it is about to associate, it includes the PMKID for the PMKSA in the RSNE in the Association Request. Upon receipt of an Association Request with one or more PMKIDs, an AP checks whether its Authenticator has retained a PMK for the PMKIDs, whether the AKM in the cached PMKSA matches the AKM in the Association Request, and whether the PMK is still valid; and if so, it shall assert possession of that PMK by beginning the 4-Way Handshake after association has completed. 
3. Analysis
From the section above, we know that PMKSA contains some parameters for association. All parameters are identified by the PMKID. PMKID is used only in the RSNE in the Association Request frame to an AP and FT authentication sequence frames. The PMKID can refer to A PMKSA derived from a PSK for the target AP. The PMKID is similar  to eKSI in 3GPP. In the LTE attach procedure, the UE will take KASME to the MME for helping MME find security context. In the UE initial attach, the KASME is set to 7 to imply no security context. On the other hand, the 802.11 specification does not specify how to negation the PMKID for the initial association. From this point of view, if PMKSA caching is used, the UE and AP must negotiate the PMKID before the association procedure. More over, the PMKSA is created after the key is configured, and in the LWA addition procedure, the PSK is generated at different time, and it seems that PMKID may need to be signaled in an extra procedure.
Observation 1 The PMKID is needed to negotiate between UE and AP, and because the PSK is generated at different time, the negotiation procedure may need additional procedure in LWA.
It is obvious that the PMKSA is convenient for reassociation, and this is the goal for PMKSA caching design. The AP can retain several PMKSA caches that are identified by different PMKIDs. The STA provides its PMKID to AP for omitting authentication and key negoation. For the initial association, the STA and AP must generate PMKSA before association. This procedure is time-consuming in LWA scenario. 
Observation 2 PMKSA caching is convenient for reassociation, while time consuming for the first time association.
PSK for 4-way handshake is widely used in the current depoloyed APs. Only a few of APs support the PMKSA caching. Considering the legacy WLAN APs, PSK option is more convenient for quick deploying. 
Propose 1 PSK for 4-way handshake is widely used now, and is more convenient for quicker deployment
4 Conclusion

PMKSA caching is not as wildly used as the PSK in WLAN and may require additional signalling. Therefore, we propose to directly use the PSK for 4-way handshake. 
Observation 1 The PMKID is needed to negotiate between UE and AP, and because the PSK is generated at different time, the negotiation procedure may need additional procedure in LWA.
Observation 2 PMKSA caching is convenient for reassociation, while time consuming for the first time association.

Propose 1 PSK for 4-way handshake is widely used now, and is more convenient for quicker deployment
