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Abstract of the contribution: This pCR details a potential UE tracking security threat and provides a mechanism to prevent UE tracking. 
1. Introduction

Preventing UE tracking and protecting subscriber's privacy is important in 3GPP systems. This contribution details the user traceability threat in LWA scenario using permanent WLAN MAC Address, where an attacker obtains information about the user (permanent identity) and traces where and when the user has been accessing the services. 

WLAN MAC address based tracking should be prevented as to maintain the existing level of security and also to obtain the same level of security in LWA scenario as in LTE networks (User Privacy). Lack of proper protection of permanent identities makes it very easy to track/monitor the location of users and/or eavesdrop their activity. Compromise of security in WLAN should not compromise LTE, when both are interworking or performing carrier aggregation. This contribution provides solution to mitigate the identified threat for LWA.
2. Discussion 
2.1
Security Threat

The WLAN MAC address of the devices can be used to uniquely identify the device’s owner. When WLAN interface is turned-on, it transmits probe requests by periodically advertising in clear its unique identifier (universally administrated WLAN MAC address). Further, when the UE is associated with an AP, all user traffic messages carry the universally administrated WLAN MAC address in clear.
In 3GPP systems, to protect against IMSI based tracking, the occasions of sending the IMSI is limited and also instead of always using the IMSI, dynamically allocated temporary identities (TMSI, GUTI, etc) is used whenever it exists. However, tracking a user based on WLAN MAC address that could potentially be linked to an IMSI is possible when the UE sends the IMSI and the permanent WLAN MAC Address of the device to the network during activation of LTE-WLAN aggregation in the LTE network.
In the last RAN2#92 meeting, RAN2 made an agreement to signal the WLAN MAC address of the UE in the EUTRA UE capability reporting [cf. R2-157095 (RAN2 agreed CR) and RAN2#92 Chairman Notes] as a part of addition of new UE Capability for LWA. The UE includes the WLAN MAC Address within the UECapabilityInformation message, which can be sent (unprotected) prior to security activation [cf. TS 36.331 Annex A.6]. Therefore an eavesdropper can associate the C-RNTI and the corresponding messages to map the IMSI and the WLAN MAC address of a UE. Also mapping between the IMSI and the WLAN MAC address of a UE can be obtained by a fake eNB.
Therefore, the attacker waits for the victim UE to transfer the IMSI and the permanent WLAN MAC address in clear text (either in a message or in different messages), so that the attacker able to discover the mapping between the IMSI and the WLAN MAC address, then the attacker can track the IMSI using the WLAN MAC address transmitted over the WLAN radio. Since the frequency of revealing the WLAN MAC address over the air is very frequent (even when not associated to an AP), this potentially allows the attacker for tracking of a LTE subscriber on WLAN RAT. Thus, WLAN MAC address tracking leads to IMSI tracking, which implies LTE subscriber tracking. 
Further, if a network operator supports both LWA and IP connectivity using WLAN to the EPS, then when performing EPS access via WLAN, the UE provides the IMSI along with the WLAN MAC address for identification during the first trusted access authentication run [cf. TS 33.402, clause 6.2] or when performing untrusted access authentication (EAP-AKA`) [cf. TS 33.402, clause 6.4]. It is possible for an eavesdropper to know the IMSI and corresponding MAC address, since both are provide by the UE to the AP in clear text.
IMSI-WLAN MAC address mapping is not possible if the UE does not transmit the unprotected UE capabilities and if IMSI is not transmitted over WLAN for IP connectivity using WLAN to the EPS. But current specifications allow transmission of unprotected UE capabilities, if requested by network and authentication using EAP-AKA for IP connectivity using WLAN to the EPS.
2.2
Solution
WLAN MAC addresses can be universally or locally administered. A universally administered MAC address (burned-in-address (BIA)) is uniquely assigned by its manufacturer to a device. Current 3GPP specifications use the universally administered MAC address for identification of WLAN interface. Locally administered addresses are assigned by the user or by the network, superseding the universally administered burned-in MAC address. Universally and locally administered MAC addresses are distinguished by setting the second-least-significant bit of the most significant byte of the address (U/L bit).
In order to mitigate privacy attack, UE assigns a locally administrated MAC address for the WLAN RAT to use, when interworking or performing carrier aggregation in order to prevent the attack on privacy in the LTE and also in the WLAN. This improves the user privacy, as the permanent UE identifier (universally administered MAC address) is not sent over the air interface (either in LTE or in the WLAN) and thus UE cannot be tracked. UE locally administrated WLAN MAC addresses is generated using the LTE parameters to prevent tracking of the user/device. Uniqueness and privacy of the locally administrated MAC address is achieved by using one or more LTE parameters such as C-RNTI, eNB ID, Cell ID, M-TMSI. There are several possible ways to form the MAC address, however in this contribution two potential alternatives are provided: 

Alternative 1: Using C-RNTI and Cell ID 
	0100 

(4 bits)
	Cell Identity
(28 bits)
	C-RNTI

(16 bits)


Alternative 2: Using MNC and M-TMSI 

	0100 

(4 bits)
	MNC

(12 bits)
	M-TMSI

(32 bits)


There is very low possibility of address conflict when Alternative 2 is used; however there is no overhead introduced during mobility between WLAN AP, between E-UTRA cells and also during RRC Idle to connected state, as change of MAC address is needed only when a new GUTI is assigned. When cell specific parameters are used as in Alternative 1, the UE WLAN MAC address will not conflict with the address of any other UE on the WLAN. Further, alternative 1 is preferred when considering the cases where the UE may need to send the WLAN MAC address before the assignment of GUTI. To protect user privacy and mitigate the UE tracking attack, locally administered address is generated as in alternative 1 and used by the WLAN interface for LWA. When alternative 1 is used, mobility between the Cells and also between the APs is achieved, as the LWA bearers are released at every handover. 
Currently, mapping of IMSI-WLAN MAC address is possible in the following two scenarios:

- When performing unprotected capability exchange in LWA scenario

- When performing EAP-AKA(') authentication for IP connectivity using WLAN to the EPS (TS 23.402/ TS 33.402) 

Since capturing IMSI-WLAN MAC correlation is possible in multiple scenarios, preventing only in LWA (by never transmitting unprotected UE capabilities) will not solve the problem. Using locally administrated WLAN MAC address instead of Unique MAC address will prevent UE tracking.

3. pCR
***************Start of Changes****************
X.2.X
Avoiding UE Tracking 
In order to mitigate UE tracking, UE shall generate and configures a locally administrated WLAN MAC address for the WLAN interface to use, when executing the LWA DRB Addition procedure (i.e. the initial offload of one or more radio bearers to the WLAN interface). Locally administrated WLAN MAC addresses for a UE shall be generated using the Cell Identity broadcasted in SIB1 and C-RNTI as shown in Figure X.2.X-1. Generated locally administrated WLAN MAC addresses unique identifies the WLAN interface of the UE (within the E-UTRAN cell). The UE shall provide the locally administrated WLAN MAC address to the MeNB, when requested by the MeNB.
	0100 

(4 bits)
	Cell Identity
(28 bits)
	C-RNTI

(16 bits)


Figure X.2.X-1 Generation of Locally administrated WLAN MAC addresses for LWA
Whenever a new C-RNTI is assigned (Inter/Intra cell Handover), then the UE shall generate and configures a new locally administrated WLAN MAC address using the newly assigned C-RNTI for the WLAN interface to use. The MeNB may obtains the newly generated WLAN MAC address from the UE after the handover or generates the UE’s WLAN MAC addressed, as MeNB aware of the required parameters.  
***************End of Changes****************
4. Conclusion
It is proposed to use 3GPP system administrated local MAC address for LTE-WLAN CA to mitigate UE tracking. SA3 is kindly requested to agree the pCR (section 3) for the draft CR on LWA.
