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Abstract of the contribution:

We discuss issues of bidding down here. It is proposed adding corresponding text to TS 43.020 for clarification. This text is implemented in a companion pCR to Annex C of TR 33.860.  
The question has already been discussed on the SA3 mailing list. 
It is a fundamental assumption that was made for the EASE work that CIoT MSs accept to be connected only to SGSNs offering enhanced security and reject the connection otherwise. 

A CIoT MS cannot know whether it receives a reply without signalling integrity protection from a genuine legacy SGSN or from a false SGSN that intercepted the request from the MS. Therefore, the CIoT MS needs to protect itself from bidding down through a security policy implemented locally on the MS that mandates the use of enhanced security (including signalling integrity and the use of UMTS AKA) by the SGSN. Consequently, the false SGSN can only achieve that the MS does not obtain service. 

It has long been thought that, whatever enhancements would be applied to an MS in a certain release, the MS would have to still satisfy the following requirement: “It is required that a new mobile should still work in an old network." This requirement has prevented progress on enhancing GPRS security as it implied that the MS had to accept bidding down attacks. It is explicitly stated here that, for CIoT MSs, this requirement no longer applies. 
Conclusion: 

As this issue is important to understand for MS implementors and would not be revealed in interoperability tests, we propose adding corresponding text to TS 43.020 for clarification. This text is implemented in a companion pCR to Annex C of TR 33.860.  
