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1
Introduction

At SA3#81 SA3 discussed LTE-WLAN integration using legacy WLAN and SA3 sent an LS to RAN2 asking for clarifications on the envisioned architecture and deployment issues (S3-152467). The main concern of SA3 was as follows "Adding an IPsec tunnel from UE to eNB is a substantial change in the security architecture, the impact of which SA3 will need to study carefully."

RAN2 has replied in LS (R2-157126).  

This contribution analyses the proposed architecture of adding an IPsec between the UE and the eNB, the RAN2 reply LS and proposes a way forward. 

It is proposed that a security GW function is placed between the WLAN network and the eNB. 
2
Discussion

Exposing eNB to public internet or to managed IP networks
RAN2 LS is saying that "eNB and the IPsec termination point can be reached via a managed IP network (e.g. enterprise VPN) or over public internet." 

Exposing eNB to the public internet, even if IPsec would be used, would expose the eNB to DoS attacks explained in S3-152433. RAN2 LS mentions also "managed IP network (e.g. enterprise VPN)". As public internet is also a possibility, the security measures need to be designed according to that scenario. It should also be noted that "managed IP network" would not protect the eNB from all unwanted access as how could it be ensured that all the users of the "managed IP network" are trusted not to launch attacks against the eNB?  Therefore, the eNB should be shielded from such access from managed IP networks or from public internet and a SeGW functionality should be placed between the eNB and the WLAN, similarly as the ePDG is used for untrusted access over WLAN.. 
Proposal 1: A SeGW functionality should be placed between the eNB and the WLAN network, similarly as the ePDG is used for untrusted access over WLAN. The IPsec tunnel from the UE should be terminated in the SeGW function.
Placement of LWIP GW
RAN2 LS mentions that: "If this [Security gateway] is seen as necessary, the proposed security gateway function forms part of the logical eNB implementation from RAN2 perspective. However, RAN2 would like to refer SA3 to the following aspect in the agreed WI[3]. (Note: the eNB IP address does not necessarily need to be a publicly routable IP address) ". 

As the RAN2 LS states, the eNB IP address can be publicly routable so the "Note" seems to be in conflict with the rest of the RAN2 LS. 

We do not understand what "part of the logical eNB function" means here. 3GPP defines functions and the implementation or collocation of functions with other functions is a deployment issue and out of scope of 3GPP specifications. As analysed above, the eNB would be vulnerable to attacks even if it would implement IPsec. 
Proposal 2: . The SeGW function should be a separate entity from the eNB.Whether a SeGW function would be collocated with the eNB or not is an implementation issue. 
Interface between the eNB and SeGW  function
As proposed above, the IPsec tunnel should be terminated in the SeGW, but how to send the traffic (i.e. user's IP packets) between the LWIP GW and the eNB? 

One possibility is to use IPsec tunnel mode from the UE to the SeGW function, where the SeGW function terminates IPsec and strips off the outer IP header and forwards the inner IP packet. The destination IP address of the inner IP packet would be the eNB IP address. This solution would protect the eNB from DoS attacks mentioned in S3-152433and from unauthorized access to the IP interface of the eNB. However, a disadvantage of this solution is that it would still allow authenticated UEs using LWIP to have access to the private IP network between the eNB and the LWIP GW. A UE, even though authenticated and authorized to be used for LWIP, could still be used for malicious purposes and launching attacks. E.g. such a UE could modify the destination IP address of the inner IP packet and try to get access to other nodes in that private IP network.  
Proposal 3: UEs, including authenticated and authorized UEs using LWIP, should not have IP connectivity to the eNB. 
eNB as well as the SeGW may be deployed in vulnerable locations, therefore the traffic between them should be integrity and confidentiality protected. 
Proposal 4: Traffic between the eNB and SeGW should be integrity and confidentiality protected.  

Traffic steering below PDCP

Could traffic steering be done below PDCP and would then the use of IPsec be avoided? This could help protect the user plane packets with PDCP confidentiality and also with PDCP integrity (if PDCP integrity from Relay Node security was re-used), but would it still leave the eNB exposed to attacks from the public internet. Therefore a SeGW functionality would be needed anyway.

Observation 1: Using PDCP confidentiality or even PDCP integrity would not help to mitigate the exposure from attacks from public internet. 
4 Proposal
It is proposed to endorse the proposals and agree the CR in S3-16xxxx.
