3GPP TSG SA WG3 (Security) Meeting #82
S3-160147
1 - 5 February, 2016, Dubrovnik, Croatia

revision of S3-15abcd
Source:
Nokia Networks, Alcatel-Lucent
Title:
Leaving certain FC values in Key Derivation Function in TS 33.220 for proprietary use
Document for:
Discussion
Agenda Item:
7.5
Work Item / Release:
TEI13 / Rel-13
Abstract
This contribution is meant to start a discussion in SA3. If the proposal is viewed favourably, the author volunteers to submit a CR to 33.220 for the next meeting. 

1 Discussion
TS 33.220, Annex B, specifies a Key Derivation Function (KDF) that is widely used within 3GPP specifications. One of the input parameters to this KDF is called 'FC'. FC "is single octet used to distinguish between different instances of the algorithm" and "FC values allocated for this specification shall be in range of 0x00 – 0x0F." 

TS 33.220, Annex B.2.2, specifies which FC values have been allocated to specific uses, e.g. "FC values allocated for TS 33.401 [35] shall be in range of 0x10 – 0x1F". B.2.2 also states that "FC values in range 0x50 – 0xFF are reserved for future use." We understand that this means that they are reserved for future standardised use. 

This would mean that someone in need of a good KDF for proprietary use could not make use of this particular KDF from TS 33.220 as any particular choice of an FC value from the range reserved for future use may conflict with a use of the same FC value standardised some time later. 

However, it may be desirable to make this KDF available for proprietary use, by 3GPP stakeholders such as operators or vendors or others, as homegrown solutions may run the risk of being poorly designed. An example that motivated the present contribution is IOPS where a KDF is required in the key separation procedure proposed in a CR for SA3#82. It is still open whether this KDF needs to be standardised or can be left proprietary. (This largely depends on CT6 decisions.) But, independent of this example, other use cases may exist that may not even be brought to the attention of 3GPP SA3. 

An example where 3GPP agreed to split the bits in a field between standardised use and proprietary use is the Authentication Management Field (AMF), cf. TS 33.102. 

The currently available range 0x50 – 0xFF that is reserved for future use seems quite large, and it is very unlikely that it would ever be exhaused by use in 3GPP specifications, even more so as the ranges currently allocated to certain 3GPP specifications are far from being exhaused either (with the exception of the range allocated to TS 33.401). 
We are open for discussions how the total range should be split between standardised use and proprietary use. How many different instances of a KDF would a proprietary user ever need? Would a range e.g. 0xD0 – 0xFF be sufficient?
Proposal: 

SA3 is asked to agree the principle of splitting the total FC range in the KDF in TS 33.220 between standardised use and proprietary use. An appropriate range for proprietary use is ffs. If the proposal is viewed favourably, the author volunteers to submit a CR to 33.220 for the next meeting.
