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Abstract of the contribution:
Abstract of the contribution: This contribution proposes a way to resolve editor’s note and expected format of evidence to requirement 5.2.3.4.2.3 of TR 33.117.
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5.2.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled.
Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.
Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.
Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually change it.
Threat References: TBA
Security Objective references: TBA.
TEST CASE: 
Editor's Note: Accounts that are protected by authentication attributes other than passwords need to be taken into account, too. 
Test Name: TC_PREDEFINED_AUTHENTICATION_ATTRIBUTES_DELETION
Purpose:
To ensure that predefined or default authentication attributes are deleted or disabled as defined in the requirement 5.2.3.4.2.3.
Procedure and execution steps:
Pre-Conditions:
1)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
2)	All predefined accounts and their respective predefined or default passwords are identified in the documentation accompanying the Network Product. 
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.
Execution Steps:
1) 	Check in documentation of the existence of any documented predefined account and what is the login password or if any cryptographic key for such accounts is preinstalled.
2)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
3)	Attempt login to such predefined accounts if existing.
Expected Results:
1)	When login is attempted to any predefined account the user is automatically forced to change login password at first time login to the system.
2)	If there is no automatic password change enforced then recommendation and clear instructions of how to manually change the password or how to create and reinstall a new cryptographic key exist in the documentation.
Expected format of evidence: tba
Evidence can be presented in the form of screenshot/screen-capture on how the network product prompts for password change at first login. Also extracts from product documentation with clear instructions of how to change any default password or cryptographic key.
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