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Abstract of the contribution: This contribution discusses a mechanism to protect MCPTT information in SIP messages without using S/MIME.
1. Introduction
The SA3 TR 33.879 has identified several key issues and threats that require hiding MCPTT IDs and other sensitive MCPTT application information between the MCPTT client and MCPTT server in SIP messages sent over the SIP core. 

This means that there needs to be a mechanism by which MCPTT application information carried in a SIP message is sufficiently protected to not reveal its content to unwanted, unauthorized entities (including people) outside the MCPTT service.
2. Securing MIME content with S/MIME
It has been proposed in TR 33.879 that application content in SIP messages be carried in MIME bodies and that S/MIME (RFC 5751) be used to secure MIME data by adding cryptographic signature and encryption services based on the Cryptographic Message Syntax (CMS, RFC 5652). 

1. Although use of S/MIME with SIP is defined in RFC 3261 [1] there is virtually no deployment of S/MIME with SIP and there has been to our knowledge no interoperability testing of S/MIME between different implementations. Virtually no commercial SIP stacks support S/MIME. 
	https://www.sipit.net
	
	
	

	May 17-21 2010
	SIPIT#26
	29 SIP endpoints
	One supported S/MIME

	November 15-19 2010
	SIPIT#27
	25 SIP endpoints
	None supported S/MIME

	April 11-15 2011
	SIPIT#28
	34 SIP endpoints
	None supported S/MIME

	October 24-27 2011
	SIPIT#29
	20 SIP endpoints
	None supported S/MIME

	February 18-22 2013
	SIPIT#30
	20 SIP endpoints
	None supported S/MIME

	September 29 - Oct 3 2014
	SIPIT#31
	31 SIP endpoints
	One supported S/MIME


The SIP Forum has hosted regular SIP Interoperability test fest of commercial SIP impementations (known as SIPIT). The above table summarises the results of the last six SIPITs. At the most recent SIPIT only a single S/MIME implementation been seen (out of 31 endpoints) and another one was seen back in May 2010 (again a single S/MIME implementation out of 29 endpoints). Obviously as a single implementation no interoperability testing between different implementations could be conducted. At other SIPITs none of the 99 implementations tested supported S/MIME.
Implementation and testing of S/MIME will cause significant delay in the availability of MCPTT devices. Existing IMS stacks (as implemented and deployed for VoLTE and RCS) do not support S/MIME thus requiring a significant redesign of the IMS stack of the terminal. One of the objectives of MCPTT is to reuse and leverage existing deployed 3GPP technologies in order to reduce costs through economies of scale and through reuse of commercial stacks and devices. Implementation of S/MIME will cause a significant increase in the cost of MCPTT devices since this will be a custom feature that is only needed by the limited number of agencies that have such security concerns and use particular deployment scenarios where these security concerns apply.
2. Commercial IMS networks contain Session Border Controllers (SBCs) that police the SIP signaling traffic at the edges of the networks. These SBCs often will remove content they don’t understand or reject such SIP messages completely. The GSMA SIP-SDP Inter-IMS NNI Profile specifies what MIME types are supported by IBCFs/SBCs between networks and this profile does not support S/MIME. Allowing encrypted content in the body of SIP messages that cannot be policed by SBCs opens a PLMN operator up to potential theft of service scenarios like including text messages encrypted within the bodies of SIP signaling messages used to setup calls which are not charged unless the called party answers. This could have a significant impact on interoperability with Commercial IMS networks especialy in roaming and interconnect scenarios.
3. Use of signaling encryption on application processors on the UE causes additional processing delays for signaling messages (particular UEs of limited CPU/battery power), which may result in MCPTT calls not being setup within the required setup time (MCPTT call setup delay requirements are very tight). This potentially means more expensive devices with larger power requirements in order to meet the requirements.
4. There are potential concerns from a Lawful Interception perspective with SIP messages containing encrypted content that cannot be decrypted by law enforcement authorities or by PLMN operators that have regulatory requirements to support lawful interception.
3. Alternative approach based on Content Indirection and XCAP

RFC 4483 defines a mechanism for content indirection in Session Initiation Protocol (SIP) messages using an extension to the URL MIME External-Body Access-Type to support content indirection. These extensions allow any MIME part in a SIP message to be referred to indirectly via a URI (such as an HTTP or HTTPS URI) allowing the recipient of the SIP message to retrieve the actual content of the MIME part using the included URI (i.e. retrieve the content from the server using HTPP or HTTPS. Content indirection was originally conceived for bandwidth-limited applications such as cellular wireless and is already used in RCS

(see GSMA RCS Presence Best Practice Optimization Guidelines http://www.gsma.com/network2020/wp-content/uploads/2012/10/Presence_Best_Practice_Optimization_Guidelines_5.1v3.0.pdf)

Also RFC 4483 MIME type (as well as multipart MIME is supported on the IMS/RCS NNI and will be allowed by IBCFs/SBCs (see GSMA SIP-SDP Inter-IMS NNI Profile http://www.gsma.com/newsroom/wp-content/uploads/IR.95-v1.0.pdf)

With RFC 4483 instead of including MIME content directly into the body of the SIP message a message/external-body MIME type is used that contains a URL that points to a document containing the actual content. The content is then fetched using HTTP or HTTPS by the recipient. By using HTTPs the content can be securely delivered to the recipient since it is encrypted using TLS.

A hash parameter can also be included to ensure that the actual content is the intended content so that no intermediary can tamper with the URL (provide integrity protection).
Since some MCPTT content (such as the list of users participating in a Group Call can be very large (potentially hundreds) and SIP messages have size limitations of 1300 bytes the RFC 4483 mechanism will be required for MCPTT. SA6 has already defined that HTTP can also be supported on MCPTT-1 for this reason. 
RFC 4825 defines the Extensible Markup Language (XML) Configuration Access Protocol (XCAP).  XCAP allows a client to read, write, and modify application configuration data stored in XML format on a server. XCAP maps XML document sub-trees and element attributes to HTTP URIs, so that these components can be directly accessed using HTTP. Thus a particular XML component can be read or modified without the client having to download or upload the complete XML document. The format of the XCAP HTTP URI can identify a specific element within an XML document and even a specific attribute:
Example 

The contact list document XML (//UserProfile/user-role-ID/contact-list)

   <?xml version="1.0" encoding="UTF-8"?>

   <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists"

             xmlns:cp="urn:ietf:params:xml:ns:copycontrol">

     <list>

       <entry uri="sip:bill@example.com" cp:copyControl="to" />

       <entry uri="sip:randy@example.net" cp:copyControl="to" />

       <entry uri="sip:eddy@example.com" cp:copyControl="to" />

       <entry uri="sip:joe@example.org" cp:copyControl="to" />

       <entry uri="sip:carol@example.net" cp:copyControl="to" />

       <entry uri="sip:ted@example.net" cp:copyControl="to" />

       <entry uri="sip:andy@example.com" cp:copyControl="to" />

     </list>

   </resource-lists>

To identify sip:joe@example.org (4th entry in the list) then the node slector is xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry[4]/@uri
and the corresponding HTTPS URI is:
https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/ entry%5b4%5d/@uri
NOTE %5b4%5d is equivalent to [4] that has been escaped (%5b = [ and %5d=] )
XML documents and XCAP are used in IMS services for providing system and service configuration. CT1 is already defining that MCPTT uses XML documents and XCAP for configuring the MCPTT system including the User Profile and also for the MCPTT group documents.

According to TS 23.179 the User Profile parameters are defined to include the list of user (s) who can be called in private call:
Table B.3-1: User configuration /MCPTT user profile data (on and off network)
	Reference
	Parameter description

	
	

	
	

	[R-5.6.5-004]
	Authorised to make a private call

	[R-5.6.5-001]
	Authorised to make a private call with manual commencement

	[R-5.6.5-003]
	List of user (s) who can be called in private call.

	[R-5.6.5-002]
	Authorised to make a private call with automatic commencement

	
	

	]
	


This effectively is the address book of the MCPTT User.
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User Profile and Contact Lists
The above figure represents proposed document architecture for the UserProfile with separate common contact lists that can be referenced using XCAP URIs to identify the contacts that a MPCTT User can make a private call to. 

If XCAP URIs to the Contacts are included in the User Profile then the MCPTT UE when making a call can indicate the called MCPTT ID by including the XCAP URI to the Contact as the URL for for the called user in the message/external-body MIME type in the body of the SIP Message. Similarly the MCPTT server can include an XCAP URI to a contact in the SIP Message on the terminating side to identify the calling party to the called MCPTT UE.

For Group Calls the Group ID can similarly be identified using an XCAP URI to lists of Group IDs (and it is understood that SA6 is planning to add the list of Groups the MCPTT User can call to the User Profile).

Example message/external-body MIME body
           MIME-Version: 1.0

           Content-Type: multipart/mixed; boundary=boundaryMCPTT
           --boundaryMCPTT
           Content-Type: message/external-body;

                access-type="URL";

                expiration="Mon, 24 June 2016 09:01:32 GMT";

                URL="https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry%5b4%5d/@uri"
                size=62

                hash=10AB568E91245681AC1B

           Content-Type: application/recipient-list+xml

           Content-Disposition: recipient-list

           --boundaryMCPTT--

4. Conclusion
It is proposed that the content indirection mechanismdefined in RFC 4483 combined with XCAP URIs as per RFC 4825 is used for securing sensitive MCPTT application information (including MCPTT IDs and Group IDs in the bodies of SIP messages.
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