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Abstract of the contribution: This contribution discusses network domain problem that current operator faced. It also tries to trigger discussion on how to enhance network domain security.
1. Introduction
TS33.210 has specified network domain security protection solutions. It brings security domain concept to the network and uses IPsec Security Associations (SAs) defined by IETF to protect the connection between security domains. However, NDS/IP is designed for GPRS backbones at first and extends to UMTS then. Furthermore, it considers IP is not only used for signalling traffic, but also for user traffic.
Nowadays, in operator’s network, the network are grown much larger and to be deployed in distributed way. But NDS/IP implies all interfaces inside operator should be optional Zb interface. There is no indication whether and where to use IPsec. And using IPsec will bring too much cost for network operation.
In another aspect, 2G/3G/4G network are deployed together with different security protections. Besides control plane and user plane, management plane NEs like OAM and BOSS are involved. The protection between different these entities in one site should be considered also. Although SCAS could provide some security protection for network entity, it could not address communication issue as it should follow current specification.
What is more, in the near future, NFV and network slicing, as an important feature in 5G, is probably implemented in the network. With NFV technique, network entity will be operated as Virtual Network Function (VNF) which is running on generic servers. Physical division and borders are more ambiguous. And network slicing will bring virtualized network isolation requirement. How to define security domain and how to use IPsec SAs are more difficult. 
In this contribution, it would like to discuss what the problems raised when network operator defining security domain and using IPsec. It also wants to trigger a work item that how we should enhance network domain security solution.
2. Discussion
1. Network Domain security protection for IP network.
Based on the introduction of TS 33.210, we can see it was made for GPRS at first and extends to UMTS then. The main principles in this TS are: 1)how to divide network as different security domain, 2) how to protect such security domain.
1)How to divide security domain.
In TS33.210 section 4, it specifies “A central concept introduced in this specification is the notion of a security domain. The security domains are networks that are managed by a single administrative authority.” And “Typically, a network operated by a single network operator or a single transit operator will constitute one security domain although an operator may at will subsection its network into separate sub-networks.” So it implies there is only Zb interface inside network operator’s domain. 
For Zb interface, it is optional to implement. What is more, there is no description on how to implement Zb in the security domain. As a result, where and when to implement Zb interface is totally decided by operator.
2)How to protect security domain.
Still in TS33.210 section 4, it specifies “The security protocols to be used at the network layer are the IETF defined IPsec security protocols as specified in RFC-4301 [35] and in RFC-2401 [12].”
2. Current network architecture
Nowadays operator’s network is too far complex than GPRS/UMTS network:
1) For some operators, the network may be deployed in a distributed way, e.g. a LTE subsystem in one place and another LTE subsystem in another place. They all own entire network entities--like independent HSS, MME, S-GW/P-GW--to provide services and connected each other through transporting network such as Internet, etc.. 
2) The network may contain different kinds of sub-system like GSM/GPRS subsystem, UMTS subsystem, LTE subsystem, IMS subsystem as well as OAM subsystem, BOSS subsystem. 
3. NDS/IP bring too much cost due to distributed network deployment
For distributed subsystems, the connection between them should be securely protected. However, all interfaces between subsystems are Zb interface, so there is no guideline to indicate whether security protection should be used on the interface. Furthermore, by using IPsec, the number of IPsec SAs will grow rapidly with the increase number of subsystem. For example, if there are two subsystems with one SEG in each, only one pair of IPsec SAs are required. If there are three subsystems, 3 pairs of IPsec SAs are needed. If there are 30 subsystems, the number of IPsec SA pairs are more than 400. What is more, the number will be larger if more than one SEG are deployed in each subsystems for redundancy. It will be terrible for network operation and maintenance. 
4. Protection between network entities inside one site should be considered 
As deployed in different era and different location, different subsystem may have different physical security environment, suffer different threat and have different security requirement for operating. In another aspect, the difference among these subsystems is not too big, and the interface between subsystems could be seen as protected in some extent (but not enough). Under this condition, using IPsec will bring too much cost, e.g. provision and management of certificate, performance reduction and delay, etc. So a lightweight solution than IPsec is required.
Although SCAS could provide some security protection for network entity, communication with other network entity should follow current 3GPP 33 series specification, i.e. TS33.210.
5. When 5G comes, ambiguous border caused by network entity virtualization makes NDS/IP useless 
In SA2 TR23.799, 5G will support some features like NFV and network slicing for flexibility and scalability. With NFV technique, network entity will be operated as Virtual Network Function (VNF) which is running on generic servers. Physical borders for such network entities become ambiguous. NEs belong to same subsystem may be deployed in different place while NEs belong to different subsystem may also be deployed in the same place. Under this condition, current division for network/security domain is not suitable. Domains could not be divided by physical place. A new principle should be made to fit the situation that a virtual network composed by multiple VNF instantiated on different servers which placed in different physical environments.
What is more, operator can use different network slice to fulfil different subscriber’s requirement. So each network slice could be seen as a dedicated network for specific subscriber which is composed by necessary VNF. What is more, in TR22.891, section 5.2.3, it describes “The operator shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices.” Each network slice should be considered as an independent subsystem. The connection between network slices should be secure. Based on TS33.210, the connection should be considered as Zb interface and IPsec should be implemented as optional. But inside specific network slice, different part of network may also need to consider secure connection with other part. So Zb interface could also be used inside network slice. As a result, it will bring confusion for network operator how to implement Zb interface and IPsec for network slice. 

3. Proposal
It was proposed SA3 could endorse the analysis above and start study on how to provide enhanced network domain security as S3-160113 mentioned.
