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1	3GPP Work Area
	x
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	x
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	x
	Services



2	Classification of WI and linked work items
2.0	Primary classification
This work item is a …
	x
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	[bookmark: OLE_LINK19][bookmark: OLE_LINK20]Unique ID
	Title
	Nature of relationship

	670008
	[bookmark: OLE_LINK17][bookmark: OLE_LINK18]Feasibility Study on New Services and Markets Technology Enablers
	Stage 1 requirements, TR 22.891

	700017
	Study on Architecture for Next Generation System
	SA2 Stage 2 architecture, TR 23.799

	700058
	Study on Scenarios and Requirements for Next Generation Access Technologies
	RAN 



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	



This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1	Stage 1
	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2	Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.
2.3.3	Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.
2.3.4	Test spec
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5	Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4	Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]In order to satisfy users’ increasing requirements for higher mobile broadband, lower latency, higher mobility and so on , the study on next generation mobile network (5G) has been launched in many SDOs such as NGMN, 5GPPP and Chinese IMT-2020 (5G) Promotion Group etc. 3GPP SA1 and SA2 have already started related study as well. More than seventy use cases have been proposed by SA1 SMARTER and next generation mobile network architecture is being studied by SA2. A new SID on Scenarios and Requirements for Next Generation Access Technologies has also been approved at RAN’s 70th meeting. 
[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Currently, 72 use cases have been proposed by SA1’s SMARTER item. In section 6.2 in TR22.891, these cases are categorised into 5 groups i.e enhanced Mobile Broadband (eMBB), Critical communications (CriC), Massive Internet of Things (MIoT), Network operation (NEO) and eV2X. We find that some security requirements can be derived from the features of these use cases. For example: 
· For eMBB and eV2X: High broadband and low latency demands enhanced key update mechanisms; high mobility and low latency demands enhanced handover key generation mechanisms. 
· For CriC: Higher reliability and lower latency demands data transmission protection mechanism and lightweight key provisioning and cryptogram algorithm.
· For MIoT: Low power devices demand an authentication and data transmission protection mechanism of low power consumption; Massive number of devices demands an appropriate and efficient authentication mechanism capable of handling massive number of entities simultaneously.
· For NEO: Flexibility and scalability demands to resolve the security problems related to network slicing; Multi access network demands a unified authentication framework.
RAN’s 5G access technologies SID echos SA1’s use cases. Its objective part (Section 4) states that the analyzed usage scenarios include Enhanced mobile broadband, Massive machine-type communications and Ultra reliable and low latency communications, which is consistent with SA1’s vision.
[bookmark: OLE_LINK241][bookmark: OLE_LINK242]As for SA2, its High level Architectural Requirements make it very clear that a unified authentication framework for different access systems will be one of the essential considerations. Besides, some other architectural requirements such as network slicing also have security implications which SA3 should consider.
[bookmark: OLE_LINK183]From above analysis, we can find some security requirements driven by 5G use cases and architecture. Since different scenarios have different security requirements, 5G network will need a flexible architecture to support the security requirements of the different 5G scenarios. 5G security architecture will need to provide appropriate and efficient authentication, confidentiality and integrity protection, key provisioning, key update, handover key generation mechanisms, and cryptogram algorithms. 5G security architecture will also need to resolve the security problem of network slicing which is now under discussion in SA2. On the other hand, security requirements may impact the network architecture currently under study in SA2. So, we need to start 5G security study from now.


4	Objective
[bookmark: _GoBack]The objective is to collect security threats, security requirements and potential solutions for the next generation mobile networks. The security requirements and security architecture will be driven by use cases, access technologies and architecture of next generation mobile network. Potential solutions can be legacy or “new” approach, but the security level of the chosen mechanism shall be at least the same level of security as today.
[bookmark: OLE_LINK24][bookmark: OLE_LINK25]The expected work will include:
· [bookmark: OLE_LINK85][bookmark: OLE_LINK86][bookmark: OLE_LINK109][bookmark: OLE_LINK110]Investigation and analysis of security threats and security requirements 
· of use cases and scenarios for next generation mobile network 
· for next generation mobile network architecture
· Definition of the security architecture for next generation mobile network based on the above analysis, including not limited to: 
· [bookmark: OLE_LINK26][bookmark: OLE_LINK31][bookmark: OLE_LINK100][bookmark: OLE_LINK101]Appropriate and efficient authentication, confidentiality and integrity protection, key provisioning, key update, handover key generation mechanisms
· Various cryptogram algorithms necessary for the above mechanisms
· Security aspects of network slicing.
· Potential security solutions 
A single TR is proposed to capture the output of this study. The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  
During the study, the result of SMARTER work and progress of SA2 and RAN shall be taken into account. A very close communications relationship with SA1, SA2 and RAN shall be ensured.
5	Service Aspects
Service requirements are anticipated from SA1 SMARTER output. The architecture defined in this SI should be able to support those requirements.

6	MMI-Aspects
None anticipated.

7	Charging Aspects
The charging aspects may be considered by SA5.

8	Security Aspects
This is a security study.
9	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	x
	x
	

	No
	
	
	
	
	

	Don't know
	x
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10	Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.xxx
	Study on Next Generation Security
	SA3
	
	TSG SA#73 (September, 2016)
	TSG SA#74 (December, 2016)
	Technical Report

	
	
	
	
	
	
	



	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



11	Work item rapporteur(s)

China Mobile (pengjin@chinamobile.com) 
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13	Supporting Individual Members
	[bookmark: OLE_LINK27][bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK30]Supporting IM name

	China Mobile

	CATR

	ZTE

	



