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Abstract of the contribution: This contribution discusses 5G security and proposes the way forward to promote the study on 5G security.
1. [bookmark: page2]Introduction
5G is already a hot topic. Some operators and companies have published 5G white papers, and several 5G white papers have been published by SDOs, e.g. 
· [bookmark: OLE_LINK237][bookmark: OLE_LINK238][bookmark: OLE_LINK239][bookmark: OLE_LINK240][bookmark: OLE_LINK233][bookmark: OLE_LINK234]NGMN 5G White Paper, 
· 5G Forum Korea’s White Paper on 5G Vision Requirements and Enabling Technologies, 
· [bookmark: OLE_LINK41][bookmark: OLE_LINK42][bookmark: OLE_LINK229][bookmark: OLE_LINK230] Chinese IMT-2020 (5G) Promotion Group 5G White Paper on Network Technology Architecture, 
[bookmark: OLE_LINK43][bookmark: OLE_LINK44][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5][bookmark: OLE_LINK8][bookmark: OLE_LINK45][bookmark: OLE_LINK46]3GPP SA1 and SA2 have already started to study 5G. More than seventy use cases have been proposed by SA1 SMARTER and 5G architecture is being studied by SA2. A new SID on Scenarios and Requirements for Next Generation Access Technologies has also been approved at RAN’s 70th meeting. As an important feature of 5G network, security has also been discussed widely. SA1 proposes that the <5G system> shall be able to provide at least the same level of security as EPS (confidentiality and integrity) in section 5.16.2.3 of TR 22.891. SA2 proposes that high level architecture will support unified authentication framework for different access systems in TR 23.799. 5G security has not been discussed in SA3 yet. 
In this discussion paper, we analyze security requirements regarding to:
· some use cases in SA1’s SMARTER 
· 5G architecture in SA2’s 5G architecture SID 
· scenarios and requirements for 5G access technologies in RAN’s 5G SID. 
We also analyze some changes of security requirements for 4 critical elements (i.e. UE, Network Element (NE), interface, network boundary) in 5G network. In the end, a way forward of 5G security study is proposed. We hope it can be helpful to promote the study of 5G security in SA3.
2. Analysis of security requirements 
2.1 Analysis of security requirements for use cases in SMARTER
[bookmark: OLE_LINK47][bookmark: OLE_LINK48]Currently, 72 use cases have been proposed by SA1’s SMARTER item. In section 6.2 in TR22.891, these cases are categorised into 5 groups i.e enhanced Mobile Broadband (eMBB), Critical communications (CriC), Massive Internet of Things (MIoT), Network operation (NEO) and eV2X. We analyze the security requirements of the use cases for these groups and find that some typical features from the use cases of each group will drive the new security requirements. The detailed analysis is as below: 
· [bookmark: OLE_LINK115][bookmark: OLE_LINK116][bookmark: OLE_LINK51][bookmark: OLE_LINK52][bookmark: OLE_LINK171][bookmark: OLE_LINK172]Security requirements from eMBB: The most typical features are high broadband, low latency and high mobility. These features will drive the following security requirements:
· [bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK53][bookmark: OLE_LINK92][bookmark: OLE_LINK93]High broadband and low latency demands enhanced key update mechanisms
[bookmark: OLE_LINK90][bookmark: OLE_LINK91][bookmark: OLE_LINK105][bookmark: OLE_LINK106]The high broadband and low latency use case are described in section 5.10, 5.32 and 5.53 etc. For example, section 5.32 describes use case that how to bring high-rate services seamlessly to users in moving cars and buses in a dense urban environment. There are multiple user applications which need to be supported: High Definition Video (streaming/non-real-time), High Definition Video (conversational/real-time), Cloud Computer Games – Low Latency Applications, Latency (end-to-end) less than [7.5] ms. Considering the security, high broadband will increase the amount of transmitted data per unit of time. Since the keys (e.g. KNASint, KRRCint and KUPenc) have the lifetime, they will be updated frequently in the high broad broadband scenario. It will result in the latency increase and the low latency demand (e.g. less than [7.5] ms) will not be met. So, the enhanced key update mechanisms (which include how and how long time to update keys) will need to be studied in the high broadband and low latency scenario.
· [bookmark: OLE_LINK54][bookmark: OLE_LINK55]High mobility and low latency demands enhanced handover key generation mechanisms
[bookmark: OLE_LINK103][bookmark: OLE_LINK104]The high mobility and low latency use case are described in section 5.29, 5.32, 5.53 and 5.65 etc. For example, section 5.65 describes telemedicine in moving ambulance. The ambulance may move between different RATs and provide/receive video-conferencing. It describes that the 3GPP system shall support low end-to-end latency ranging from 1 ms up to 10 ms even in the high mobility scenario. Considering security, the handover frequency will be increased when the ambulance is running fast. It will lead to generate handover keys frequently and the latency will increased by frequent handover key generation. So, the enhanced handover key generation mechanisms will need to be studied in the high mobility and low latency scenario 
· [bookmark: OLE_LINK56][bookmark: OLE_LINK57][bookmark: OLE_LINK120][bookmark: OLE_LINK121][bookmark: OLE_LINK136][bookmark: OLE_LINK137]Security requirements from CriC: The most typical features are higher reliability and lower latency. These features will drive the following security requirements:
· [bookmark: OLE_LINK132][bookmark: OLE_LINK133][bookmark: OLE_LINK58][bookmark: OLE_LINK59]Higher reliability and lower latency demands data transmission protection mechanism and lightweight key provisioning and cryptogram algorithm.  
[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK27][bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK181][bookmark: OLE_LINK182]The use cases related connectivity of drones, industrial control, remote control and telemedicine etc are described in section 12, 13, 18 and 17 etc. For example, section 5.13 describes that several industrial control applications require high reliability and very low latency (~1 ms) whereas the data rate requirement may be relatively low. Considering security, firstly the higher reliability will need to ensure the transmitted data cannot be broke. It will need to be evaluated whether the traditional protection mechanisms of the transmitted data is valid, e.g. whether the traditional encryption algorithm AES is supported by the devices; Secondly, the lower latency will request the lightweight key provisioning and cryptogram algorithm.    
· Security requirements from MIoT: The typical features are low power devices and massive number of devices. These features will derive the following security requirements:
· [bookmark: OLE_LINK60][bookmark: OLE_LINK61]Low power devices demand an authentication and data transmission protection mechanism of low power consumption. 
[bookmark: OLE_LINK202][bookmark: OLE_LINK203][bookmark: OLE_LINK177][bookmark: OLE_LINK178][bookmark: OLE_LINK179][bookmark: OLE_LINK180]Section 19, 20, 25 and 43 etc describe the use cases related to the low power devices. These devices include sensors, wearable devices and other IoT devices. It may have the low complexity and battery life up to more than 10 years etc. For example, section 5.20 describes the case of forest fire alarms or wide area outdoor security motion sensors. Devices would be low complexity, low powered, battery sensors. It is proposed that the 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for low power devices. The 3GPP System shall also support a mechanism which provides appropriate and efficient confidentiality and integrity protection for mobile originated transfer from low power devices. 
· [bookmark: OLE_LINK62][bookmark: OLE_LINK63][bookmark: OLE_LINK64]Massive number of devices demands an appropriate and efficient authentication mechanism capable of handling massive number of entities simultaneously.  
[bookmark: OLE_LINK30][bookmark: OLE_LINK31]Section 59 describes massive internet of things M2M and device identification. It describes that within the Internet-of-Things there will be very high densities of connections. Since device connections have the multiple scenarios (e.g. some devices are always connected and are not very mobile; some devices are always connected but mobile etc.), there ideally should be an easy / common way to identify a particular device and then use that identifier to reach and address the device, independently from how the device is connected. Considering security, an appropriate and efficient authentication mechanism for massive number of devices will be needed. 
· [bookmark: OLE_LINK164][bookmark: OLE_LINK165][bookmark: OLE_LINK190][bookmark: OLE_LINK191]Security requirements from NEO: The typical features are flexibility and scalability, multi access network. These features will derive the following security requirements:
· [bookmark: OLE_LINK65][bookmark: OLE_LINK66]Flexibility and scalability demands to resolve the security problems related to  network slicing.  
[bookmark: OLE_LINK168][bookmark: OLE_LINK169][bookmark: OLE_LINK170][bookmark: OLE_LINK32][bookmark: OLE_LINK33]Section 5.2, 5.8, 5.9, 5.35, 5.51 and 5.69 etc. describe use cases of flexibility and scalability network. Section 5.2 describes the network slicing. It is pointed out that the operator shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices. Section5.51 describes that the future mobile network will be able to automatically and dynamically control and allocate the network resources, such as the network function setting up, capacity expansion / contraction and removal. In the industry, NFV/SDN can be considered as the  optional technologies to implement the flexibility and scalability network. The security problems related to network slicing and NFV/SDN (when NFV/SDN is selected by 5G network) will need to be resolved.  
· [bookmark: OLE_LINK67][bookmark: OLE_LINK68]Multi access network demands a unified authentication framework
 Section 5.27, 5.28 etc. describe use cases of multi-access network. Section 5.27 points out that the 3GPP system is expected to support authentication to access to future network through a non-3GPP access using 3GPP credentials. Section 5.28 describes the multiple RAT connectivity and RAT selection. It means UE can be connected to several RATs simultaneously. From these use cases, we can find a unified authentication framework will be needed. It will improve to achieve using 3GPP credentials to access to future network through a non-3GPP access and optimize the authentication solutions when UE is connected to several RATs. 
· [bookmark: OLE_LINK173][bookmark: OLE_LINK174]Security requirements from eV2X: The typical features are same with the security requirements from eMBB. So, the security requirements are also same.
[bookmark: OLE_LINK71][bookmark: OLE_LINK72]
2.2 Analysis of security requirements for High level Architectural Requirements in SA2
[bookmark: OLE_LINK73][bookmark: OLE_LINK74][bookmark: OLE_LINK241][bookmark: OLE_LINK242]Currently SA2 gave the High level Architectural Requirements which include Unified authentication framework for different access systems and network slicing. These architectural requirements have been included in the above SA1’s use cases. 
2.3 Analysis of security requirements for usage scenarios in RAN
[bookmark: OLE_LINK107][bookmark: OLE_LINK108][bookmark: OLE_LINK14][bookmark: OLE_LINK15][bookmark: OLE_LINK16]Section 4 (objective) in RAN’s 5G access technologies SID proposes that the analyzed usage scenarios include:
· Enhanced mobile broadband
· Massive machine-type communications
· Ultra reliable and low latency communications
These usage scenarios have been included in the above SA1’s use cases. 
2.4 Conclusion
[bookmark: OLE_LINK75][bookmark: OLE_LINK76][bookmark: OLE_LINK96][bookmark: OLE_LINK97][bookmark: OLE_LINK183]From above analysis, we can find that different scenarios have different security requirements. So, 5G network will need a flexible security architecture to support the security requirements of the different 5G scenarios. 5G security architecture will need to provide appropriate and efficient authentication, confidentiality and integrity protection mechanisms, key provisioning, key update and handover key generation mechanisms, cryptogram algorithm. What’s more, 5G security architecture will also need to resolve the security problem of network slicing.
3. Analysis of security requirements for the critical elements in 5G network 
3.1 Critical elements in a network
 UEs, network elements (NE), interfaces and network boundary are the critical elements in 2/3/4G network. In LTE, the interfaces give the connection between a UE and UE or a NE (e.g. eNB, RNC) and also give the connection between NEs (e.g. between eNB and MME). The network boundary separates operator’s network from other networks (e.g. other operators’ network, other networks which are located in other physical location). The following figure 1 describes the critical elements in LTE. 










[bookmark: OLE_LINK69][bookmark: OLE_LINK70]Figure 1 Critical element in LTE
According to the use cases and high level architecture requirements in SA1 and SA2, we can find UE, NE, interfaces and network boundary are still the critical elements and some new requirements will be derived by the typical features in 5G network. The following sections analyze some changes of security requirements of these critical elements in 5G network compared to LTE.
Note: the following analysis of the changes for security requirements is not exhausted.
3.2 .Security requirement changes of UEs in 5G network
The main security requirement of UE is identity and location protection. In current network, the plain text IMSI is still transferred in some cases (e.g. initial attach network). An attacker can track the UE’s location if the UE’s identity has caught by the attacker.
[bookmark: OLE_LINK211][bookmark: OLE_LINK212][bookmark: OLE_LINK210]UE type will change and be diverse in 5G network. User’s devices (e.g. user’s meters, cars, smart watch) can also access operator’s network like a telephone. All the identities of user’s devices can associate with the user. The attacker can more easily and precisely track the user if a number of identities of the user’s devices are leaked. So, the leakage of identity will have more serious consequence. In addition, people’s awareness of privacy is promoted and the requirement for identity protection is more strongly. So, identity in the plain text will be prohibited and an appropriate identity protection mechanism will be needed.
3.3 [bookmark: OLE_LINK10][bookmark: OLE_LINK11][bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK197][bookmark: OLE_LINK198][bookmark: OLE_LINK199]Security requirement changes of NEs in 5G network
[bookmark: OLE_LINK195][bookmark: OLE_LINK196]The main security requirements of NE are anti-(D)DoS and sensitive data protection. For the flexible and scalable 5G network, NFV/SDN can be the optional technologies. When NFV and SDN are introduced by 5G network, the following security requirement changes of NE will be considered:
· [bookmark: OLE_LINK213][bookmark: OLE_LINK214]NFV make the traditional NEs to run on virtual machine as virtual network function (VNF) and scale-in/scale-out of the VNFs can be implemented according to the service requirements. The attacker can also launch (D)DoS to a VNF. When an overload on the VNF occurs, the management systems will initiate new VNF to take off some service traffic from the original VNF. The attacker can utilize (D)DoS attack to occupy the resource of network function virtualized infrastructure. Compared to affecting a single NE, this consequence is more serious. We will not only consider anti-DDoS of the VNFs, also we will need to consider the security protection for network infrastructure. 
· [bookmark: OLE_LINK215] SDN decouples control plane and forward plane of NE. There will be some logical centralized controller which may be the important attack target. The attacker may manipulate the whole network via the compromised controller. So, the security requirements of the new NE (i.e controller) need to be considered carefully.
· [bookmark: OLE_LINK216]In addition, the sensitive data may be store on storage device in Data Center. It will increase the security risk of leakage and the sensitive data protection in Data Center will be considered. 

3.4 [bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: OLE_LINK204][bookmark: OLE_LINK205]Security requirement changes of interfaces in 5G network 
[bookmark: OLE_LINK18][bookmark: OLE_LINK19][bookmark: OLE_LINK20][bookmark: OLE_LINK21]The main security threats of interfaces are fake NE and tampering/eavesdropping transferred data. Mutual authentication and integrity/confidentiality protection for data are used to resolve the threats mentioned above. The change of UE’s type and NFV/SDN will bring the following security requirement changes of interfaces:
· [bookmark: OLE_LINK217][bookmark: OLE_LINK218]For the change of UE’s type: some IoT devices which have weak computing, storage capacity and battery life up to more than 10 years etc. will access operator’s network. There also have above security threats of interfaces, but current security mechanism will not be supported by these low power devices, so an appropriate and efficient authentication mechanism and integrity/confidentiality protection will be needed.
· [bookmark: OLE_LINK219][bookmark: OLE_LINK220]For NFV: the interface between VNFs can be hidden when the both VNFs are running on the same physical hardware. The security threats of the hidden interface can be ignored if the hypervisor is trust. So whether interface protection requirement is been needed will be considered according to the deployment scenarios.   
· [bookmark: OLE_LINK221][bookmark: OLE_LINK222]For SDN: the northbound interface and southbound interfaces will be added after the decoupling the control plane and the forward plane of the NEs. The northbound interface can be opened to a user/third party. It will be more openly than the current interface, so the security requirements of the new open interface will be considered.
3.5 Security requirement changes of network boundary in 5G network
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK223][bookmark: OLE_LINK224]The main security requirement of network boundary is the network isolation and boundary protection to prevent the attacks from the external networks. Network slicing will be introduced in 5G network and the operator's network will be divided into multiple virtual network slices according to the user's service requirements. How to resolve the isolation between these slices should be considered. In addition, the network boundary will be vague after introducing SDN/NFV. It needs to consider whether the current boundary protection mechanisms are also applicable.
3.6 [bookmark: OLE_LINK208][bookmark: OLE_LINK209]Summary of security requirement changes for the critical elements in 5G network
From the above analysis, we can find the following security requirement changes for the critical elements in 5G network:
· Identity in the plain text will be prohibited and an appropriate identity protection mechanism will be needed. 
· Anti-DDoS of the VNFs will need to be considered and the security protection for network infrastructure will also need to be considered. The security requirements of the new NE (i.e controller) need to be considered carefully
· The sensitive data protection in Data Center will be considered.
· An appropriate and efficient authentication mechanism and integrity/confidentiality protection for the low power devices will be needed.
· Whether interface protection requirement is been needed will be considered according to the deployment scenarios.
· The security requirements of the new open interface will be considered. 
· [bookmark: OLE_LINK225][bookmark: OLE_LINK226]How to resolve the isolation between these slices will be considered.
· Whether the current boundary protection mechanisms are also applicable will be considered. 
4. Proposals
[bookmark: OLE_LINK227][bookmark: OLE_LINK228][bookmark: OLE_LINK9][bookmark: OLE_LINK17]From above the analysis, we can find 5G network will have the new security requirements and the critical elements will have some security requirement changes. Currently, 5G use cases, 5G architecture, scenarios and requirements for 5G access technologies are being studied in SA1, SA2 and RAN respectively. 
We believe it is time now for SA3 to step in, and there are three possible ways to study 5G security in SA3:
1. [bookmark: OLE_LINK80][bookmark: OLE_LINK81][bookmark: OLE_LINK82]Analyze the security threats and requirements of use cases in SA1, and propose some high level security requirements..
2. [bookmark: OLE_LINK87][bookmark: OLE_LINK88][bookmark: OLE_LINK22][bookmark: OLE_LINK23]Analyze the security threats and requirements of 5G architecture in SA2, and propose detailed security requirements. This will depend on the SA2’s progress and may take longer time. 
3. [bookmark: OLE_LINK83][bookmark: OLE_LINK84]Analyze the security threats and requirements of scenarios and requirements for 5G access technologies in RAN, and propose high level security requirements of 5G access network. This will depend on the RAN’s progress.
[bookmark: OLE_LINK94][bookmark: OLE_LINK95][bookmark: OLE_LINK78][bookmark: OLE_LINK79]We propose that SA3 take the three ways in parallel. High level security requirements deduced from SA1 use cases and RAN scenarios/requirements may impact the network architecture currently under study in SA2 and the access network architecture to be studied in RAN. These high level security requirements can draw the outline of 5G security architecture and they can be continually redefined along with the progress of SA2 and RAN architecture.
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