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Abstract of the contribution: In S3-160068, the end-to-end solution was further improved, which as a side-effect removed the option to use the end-to-end encryption with solutions 1 and 2  while still satisfying key issue #4. In this document, we bring the option back into a separate solution section.
1. Introduction

At meeting #81, an End-to-End solution proposed by Vodafone, KPN and TNO was accepted into the TR 33.863. At the present meeting, S3-160068 improves on this solution, thereby removing the dependency on solution #1 and solution #2. In this contribution we bring back the option to use solution #1 and solution #2 for end-to-end while still satisfying key issue #4. We kindly ask SA3 to agree to the solution presented below.
2. Proposal

**** Begin of Changes ****

6.X
Solution #X: "End-to-end" for solutions 1 and 2
6.X.1
Introduction

Each of the solutions #1 and #2 can be used for end-to-end encryption by placing the HSE or EMSE in the CIoT application domain (as is mentioned as well in solution #2). Even though such a solution may satisfy some clients needs, none of the solutions will satisfy key issue #4. In this section, we provide a solution that works on top of solution #1 and #2.
6.X.2
Solution #1 and #2 in End-to-End case
The solution #1 and #2 can be adapted to do both end-to-end and fulfil key issue #4 by deriving another key from e2mKEYSET (sol. #1) and e2m_key (sol. #2), namely the e2eKEYSET according to section 6.5.2.2. In this case, the HSE (sol. #1) or EMSE (sol. #2) can be the source of the RAND and transport the RAND to the UE, but the HSE/EMSE can also obtain the RAND from an external or trusted source such as the EMKS or HSS.
The UE could know that it should derive an additional e2eKEYSET by receiving a signalling message form the HSE/EMSE that it requires e2e instead of e2m that includes a RAND. The HSE knows that it should apply e2e from a configuration setting that tells it to derive e2e keys.
Additionally, keys can be refreshed independently by using the mechanism described in 6.5.2.3. For this purpose the same signalling message that instructs the UE to derive a new key can  be reused.
In order to satisfy key issue #4, the HSE/EMSE may be equipped with an interface that the CIoT application provider can use to initiate a key derivation. However, such an interface may be out of scope of the standardisation.
6.X.3
Solution Evaluation
This solution shows how using solutions #1 and #2 it is possible to also fulfil requirement #4. Compared to solution #5, this solution is slightly less flexible since the end-to-end keys must always be refreshed whenever a new AKA run is necessary.
