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1. Introduction

Editorial correction in sec. 5.2.3, 6.1.2.5.
~ ~ ~ Start of text proposal~ ~ ~
5.2.3
Security requirements

The minimum key size for providing data confidentiality and/or integrity should be 128 bits.

If HMAC is used to protect an entire N-PDU, the computed or transmitted MAC value should not be less than 64 bits. The HMAC key should at least be refreshed every year.

If AES-GCM, which is an authenticated encryption algorithm, is used to protect an entire N-PDU, the length of MAC may be 64 bits. However, the integrity key should be refreshed after being used to protect plaintexts/ciphertexts of cumulated length of 215 bytes (meaning a key update two times a year). 

NOTE: the values above are based on requirements and guidelines from Appendix C of NIST SP 800-38D [AddRef].

If AES-CMAC is used to protect an entire N-PDU, the length of MAC may be 64 bits. However, the integrity key should be refreshed after being used to protect plaintexts/ciphertexts of cumulated length of 248 messages when the block size is 128 bits. 

NOTE: the values above are based on requirements and guidelines from Appendix B of NIST SP 800-38B [AddRef]. 
The values above are presented only as indications of how often (as a minimum) keys are likely to be updated. Key refresh will be done based on operator policy – there is no expectation of it being enforced by the 3GPP standard.

~ ~ ~ End of text proposal~ ~ ~
~ ~ ~ Start of text proposal~ ~ ~
6.1.2.5
Solution variant: End to Middle Key Server
Solution #2 uses an End to Middle Key Server (EMKS) (see sections 6.2.2.1, 6.2.2.2), which sits logically between the HLR/HSS and what is called the EMSE (the equivalent of the HSE in this solution). This can be added as a variant to any of the solution #1 options described above. With this variant, there is no difference to how keys are derived for the visited network, but the e2m key is done differently, in two steps: 

1.
Whenever an Authentication Information Request from the SGSN or the MME arrives at the HLR/HSS, then the HLR/HSS checks the subscription profile for the need to derive an e2m_int_key. If needed according to the subscription profile, the HLR/HSS derives e2m_int_key from CK, IK and a string pointing to the purpose of the key use, namely e2m security for CIoT, where the derivation of e2m_int_key has the form


e2m_int_key = KDF (CK||IK, string)


and the string could be set to e.g. "e2m_ CIoT".

2.
The EMKS derives e2m_key from e2m_int_key, using the key derivation rule




e2mKEYSET = KDF (e2m_int_key, key type 2)



and if necessary also




e2mKEYSET_ID = KDF (e2m_int_key, key type 3)



where key type 2 and key type 3 are as described in section 6.1.2.4.

In all cases, keys are delivered from HLR/HSS to EMKS; either push or pull can be used from EMKS to HSE, according to the particular solution option.

~ ~ ~ End of text proposal~ ~ ~
3GPP


