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Abstract of the contribution: This contribution proposes to map test cases in Annex D.3.7.2 – Packet Filtering to the relevant sub-clauses in TS.33.117 (Generic requirements). 
Note that there are no MME-specific parts to be mapped.
The first section of the contribution copies the text from TR 33.806, D.3.7.2 and adds Word comments explaining where the text will be mapped to in the TS. The current contribution maps Annex D.3.7.2 to TS.33.117 5.2.6.2.1. 
The second section of the contribution provides a pCR to TS 33.117.
1 Annotated text from TR 33.806
[bookmark: _Toc423354361][bookmark: _Toc423540975]D.3.7.2	Packet Filtering	Comment by ALU: Mapped to TS.33.11 5.2.6.2.1
Test Name: TC_PACKET_FILTERING
Requirements:  Requirements Reference- B.3.7.2.1	Packet filtering
Purpose:
Verify that the system provides functionality for incoming packet filtering 
Procedure and execution steps:
Pre-Conditions:
•	The MME is powered on and have packet filtering enabled.
•	The MME shall have 2 different logical or physical Ethernet ports and each port is connected to a host
Execution Steps
1.	The tester configures MME to only allow ICMP traffic from host 1.
2.	The tester initiates ping traffic from host 1
3.	The tester initiates ping traffic from host 2
Expected Results:
The host 1 will get ping answer back, but not host 2.
Expected format of evidence:
NA

2 pCR to TS 33.117 (generic requirements)

[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc429469690][bookmark: _Toc429471621]5.2.6.2 	Protecting availability and integrity
[bookmark: _Toc429469691][bookmark: _Toc429471622]5.2.6.2.1	Packet filtering
Requirement Name: Packet filtering 
Requirement Reference: to be done later
Requirement Description:
The Network Product shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).
In particular the Network Product shall provide a mechanism:
1)	To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI.
2)	To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:
-	Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)	To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)	To filter on the basis of the value(s) of any portion of the protocol header.
5)	To reset the accounting.
6)	The Network Product shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: TBA 
Test Name: TC_PACKET_FILTERING
Requirements:  Requirements Reference- B.3.7.2.1	Packet filtering	Comment by ALU: Deleted as its already covered above.
Purpose:
Verify that the system provides functionality for incoming packet filtering 
Procedure and execution steps:
Pre-Conditions:
•	The Network Product has packet filtering enabled.	Comment by ALU: The term ‘MME’ has been replaced with Network Product throughout test case.
•	The Network Product has 2 different logical or physical Ethernet ports and each port is connected to a host
Execution Steps
1.	The tester configures the Network Product to only allow ICMP traffic from host 1.
2.	The tester initiates ping traffic from host 1
3.	The tester initiates ping traffic from host 2
Expected Results:
Host 1 will receive a  ‘ping’ answer back, but host 2 will not.
Expected format of evidence:
NA

***	END OF FIRST CHANGE	***


