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Abstract of the contribution: This contribution gives an analysis of input parameters of cryptographic algorithms for small data security carried in NAS message. 
1. Introduction
If the Control Plane CIoT EPS optimisation is used, small data is carried in NAS signalling. The NAS signalling carring small data shall provide encryption and integrity protection. This contribution gives an analysis of input parameters of cryptographic algorithms for small data security carried in NAS message. 
2. Analysis

The small data packet encapsulated in the NAS message is encrypted and integrity protected. Figure 1and 2 illustrate the encryption and integrity protection processes. KEY, algorithm and COUNT are three input parameters of the cryptographic algorithms for protecting small data transfer.
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                                                                       Figure 1: Ciphering of data 
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                                                                    Figure 2: Derivation of NAS-MAC

1) NAS keys

It is proposed that the same NAS keys (KNASint and KNASenc) deried from KASME are used to protect NAS messages for small data transmission and the NAS signalling for control. With different NAS keys, NB-IoT devices and LTE network will need additional  key management and processing overload, which is also not  beneficial to save power for the NB-IoT devices.
2) Cipering and integrity algorithms

It is proposed to use the same cryptographic algorithms to protect NAS messages carrying small data and normal NAS messages. 
3) NAS COUNTs

There was a related discussion in CT1. It was proposed to prioritize the normal NAS signallings ahead of NAS signallings carring small data. However, CT1 has not reached a conclusion. A LS C1-160784 was sent to SA2 and other groups for further information.
 If such a priority is needed, a normal NAS signalling message with larger NAS COUNT may be prioritized and arrive earlier than a “small data” NAS message with smaller NAS COUNT value. However, because of the replay protection of NAS security, the current NAS security protocols may discard the “small data” NAS message with smaller NAS COUNT value. The separate NAS COUNTs for normal NAS message and “small data” NAS message can be used to solve this problem. 
Whether to ensure NAS signalling’s priority is CT1’s conclusion. It is proposed to wait CT1’s conclusion before SA3 decide whether separate NAS COUNT sequences are needed or not. 
3. Conclusion

It is proposed SA3 agree following three proposals:

· It is proposed that the same NAS keys (KNASint and KNASenc) deried from KASME are used to protect NAS messages for small data transmission and the NAS signalling for control.

· It is proposed to use the same cryptographic algorithms to protect NAS messages carrying small data and normal NAS messages.

· It is proposed to wait CT1’s conclusion on NAS priority before SA3 decide whether separate NAS COUNT sequences are needed or not.
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