3GPP TSG SA WG3 (Security) Meeting #81
S3-152589
Anaheim USA, 9–13 November  2015             
revision of S3-152268
Source:
China Unicom, CATR, China Mobile, ZTE Corporation
Title:
Mitigation technology for privacy consideration
Document for:
Discussion and Approval
Agenda Item:
8.2
Work Item / Release:
SPI
Abstract of the contribution: This contribution proposes to list privacy mitigation techniques for privacy considerations.
1 Introduction 
This contribution proposes to list privacy mitigation techniques for privacy considerations
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.3
Mitigation techniques
Editor’s Note: This section can list security and privacy techniques and practices to give the writer of privacy considerations tools at hand.
Possible topics that may be covered in this section are: data minimization, access control, identity management, anonymization, pseudonymity, explicit user consent, confidentiality, authentication, authorisation, untracebility, undetectability.
 Anonymity
Anonymity technology (or anonymization) is a privacy enhancing technology. It allows anonymous access to telecommunication/service, which avoid tracking of user's personal information and user behaviour such as user location, frequency of a service usage, and so on.
To enable anonymity of an individual, the other individuals in the same set should have the same attribute(s) as this individual. The composition of the anonymity set depends on the knowledge that is assumed an observer or attacker may have. 




Pseudonym

Pseudonym technology is a privacy enhancing technology. Pseudonym is an identifier, whose binding to an entity is not known or is known to only a limited extent, within the context in which it is used. 
Access control


Access control mechanism can mitigate the risk that an attacker can access the system and compromise privacy. Only an authorized user is able to read or process privacy sensitive information within the system. 
Explicit user consent, choice and collection limitation


Explicit user consent should be given to collect users’ personal data. The user can be reminded (e.g. by displaying information on the UE) whether personal data collection is planned and which data is planned to be collected. Explicit user consent means also to have the choice whether or not to allow the processing of data, which personal data is handled and how. Furthermore the user should have the choice to withdraw consent.

Personal data collected should be limited to the minimum at which is necessary to fulfil the process, for which the collection is needed.







Authorization mechanism
Authorization can guarantee of rights and, based on these rights, the guarantee of access for the privacy sensitive information. It can ensure the legal action (e.g. access privacy information), refuse illegal privacy information actions.
Editor’s Note: Clarify what are the techniques.
Untraceability protection
Untraceability ensures user and UE identities not being exposed, thus avoid the user’s personal data is disclosed (e.g. call details, location information) and, potentially worse, financial losses. The implementation of untraceability may use anonymity or pseudonym mechanism.
Undetectability
Undetectability ensures the attacker cannot distinguish the individual users from the eavesdropped telecommunication traffic. The implementation of undetectability may use anonymity or pseudonym mechanism.

 
