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Abstract of the contribution: Details variant solutions in which key derivation is performed on the ME rather than the USIM.
1. Introduction

This pseudo-CR applies to TR 33.863 [1], the study on battery efficient security for very low throughput Machine Type Communication devices.

Solution #1 involves new key derivations by the USIM.  And editor’s note states that it is for further study whether these could instead be done in the ME.  This pseudo-CR addresses this question.

The main proposal introduced here is that, with EPS AKA, performing the new key derivation on the ME is a straightforward and acceptable variant.  This is because only the end-to-middle keys need to be newly derived from CK and IK – all keys for visited network security are derived from KASME as before.  In this case it also becomes no longer necessary to use an AMF bit to tell the UE whether or not to derive the new keys.
We do not recommend doing the key derivation on the ME in the UMTS AKA case, because in that case visited network security should sometimes use CK/IK directly, but sometimes use derived keys CK´/IK´ instead – and it will be complex for the ME to know which procedure to apply.

A paragraph and editor’s note in the description of solution #2 also refers to the fact that solution #1 uses key derivation on the USIM; the fourth text proposal below accordingly modifies this paragraph and removes the editor’s note.

Note: some text proposals in this pseudo-CR build on text proposals in S3-152229 [2], another pseudo-CR that should be presented before this one.  Specifically:
· The third text proposal applies to text that is not present in the current version of [1].  If [2] is rejected, this third text proposal should be ignored.
· The fifth text proposal applies to section 6.2.2.3, which is substantially modified in [2]. Two variants of the fifth text proposal are presented: the first applies to the existing text in [1], while the second applies to the text as modified by [2].
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
6.1.2.A
Key derivation rules

The following is one possible way of implementing the key derivation rules. Other possible implementations options may be defined.

The key derivation function should be supported by the UICC and the HLR/HSS and is written as KDF (Key, S) below.


The key derivation algorithm KDF should be HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~

6.1.2.C
Solution variant: key derivation on the ME (EPS AKA only)

In all of the solution descriptions above, new key derivation operations are required on the USIM. (From a concatenation of CK and IK, the USIM derives one or more of CK´/IK´, e2mKEYSET, e2mKEYSET_ID, according to the particular solution variant. An AMF bit is used to indicate whether these additional key derivations are required.)

In the case of EPS AKA, new key derivation is only required to produce e2mKEYSET and (in one variant) e2mKEYSET_ID. Rather than doing this on the USIM, an alternative is for the new key derivation options to be performed by the ME. In this case the USIM does nothing new – it just generates CK and IK as usual. Key derivation operations are illustrated in Figure 6.1.2.C-1. 


[image: image1]
Figure 6.1.2.C-1: Key derivation

Use of the AMF bit is no longer necessary if this variant is adopted.
Editor’s note: It is FFS whether key derivation on the ME is also an appropriate option in the UMTS AKA case.
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal (see note in Introduction) ~ ~ ~
6.1.3
Solution evaluation

Editor’s note: FFS
All of the variants in this section create an e2m keyset, shared between UE and HSE, that can be used to provide confidentiality (where permitted) and integrity. This contributes towards satisfying key issue #1. However, this solution does not on its own specify what confidentiality and integrity mechanism (e.g. TLS, IPsec) makes use of the shared keyset.

Key issue 2 is satisfied well as long as keys are relatively long lived (both device-to-visited-network keys and e2m keys), so that authentication challenges and responses on the air interface are infrequent.

The solution requires new functionality in the HSS. It also requires new functionality in the USIM, except in the solution variant “key derivation on the ME (EPS AKA only)” in section 6.1.2.C.
It seems necessary to keep the visited network and e2m security associations synchronised: if keys are updated for one, then they need to be updated for the other too.

Variant 6.1.2.2 requires the HLR/HSS to retain an e2m key pair until a notification message is received from the SGSN/MME. This type of stateful behaviour is not standard in today’s HLRs.
~ ~ ~ End of third text proposal ~ ~ ~

~ ~ ~ Start of fourth text proposal ~ ~ ~
6.2.2.1
End-to-middle security solution based on AKA

Transparency for core network nodes: 
SGSNs, GGSNs, MMEs, S-GWs, P-GWs may work with the present solution without any CIoT-specific enhancements. This is not to say that such enhancements would not be useful for certain use cases,  but it means that there is no mandatory pre-condition on the UMTS or EPS core network elements. This transparency of the solution for the core network is important for deployments as many operators may be reluctant to upgrade their core networks for the purpose of supporting CIoT. (To be sure, the HSS and HLR would need CIoT-specific enhancements.)

Transparency for the USIM: 
The possibility to re-use USIMs without CIoT-specific additions is important as particular CIoT use cases may not warrant the modification of USIMs for their purposes. The present solution can re-use existing USIMs. CIoT specific operations can be done in the ME.

In contrast to the present solution, solution#1 has the following text: “USIM … performs the following additional key derivations: - CK´/IK´…” and again “The key derivation function should be supported by the UICC…”. These key derivations on the USIM are CIoT-specific. (This does not apply to the solution variant “key derivation on the ME (EPS AKA only)” in section 6.1.2.C.)

Push vs. pull procedures 

The present solution can work with any of the push or pull procedure variants from solution#1. 

~ ~ ~ End of fourth text proposal ~ ~ ~

~ ~ ~ Start of fifth text proposal, variant 1 (see note in Introduction) ~ ~ ~
6.2.2.3
Security policies

Authentication and key usage policy

There is a clause on authentication and key usage policy for solution#1. The idea is that the battery lifetime of CIoT devices could benefit from a reduced authentication frequency and, hence, a prolonged lifetime of keys. The visited network cannot know about the need for a CIoT-specific authentication and key usage policy. It needs to be told by the home network.  

 It is proposed to include a new field in the GPRS, 3G or 4G subscriber profiles that determines the authentication and key usage policy required for CIoT subscribers. Including this information in the subscriber profile has two benefits: 

· The specifications of the interfaces between serving node and HLR or HSS need not be modified as subscriber profiles can be carried over these interfaces today.

· The solution can remain transparent for core network nodes as an SGSN or an MME that does not understand the new field in the subscriber profile simply ignores it.

Editor’s note: The clause on authentication policy and key usage policy for solution#1 currently contains only Editor’s notes. The above text may have to be adapted after these Editor’s notes have been resolved. 

Crypto policy in the GPRS access network

Some CIoT use cases may require enhanced 2G radio access security (while others may not). (For UMTS and EPS, access security is sufficiently good today.) So, the need for it is subscriber-specific. It is therefore proposed to include a new field in the GPRS subscriber profiles that determines the minimum requirements on cryptographic algorithms to be used between UE and SGSN for CIoT subscribers. 

Including this information in the subscriber profile has the same benefits as for the previous point. 

Usage of e2m security

Solution#1 (except for the solution variant “key derivation on the ME (EPS AKA only)” in section 6.1.2.C) mentions the use of a, yet to be specified, bit in the Authentication Management Field (AMF) to indicate to the UE whether the UE has to derive the keys CK’ and IK’ for access security. The information on whether this specific AMF-bit is to be set or not needs to be fed into the Authentication Centre. How this information is stored and fed into the AuC does not need to be standardised from an interoperability point of view. However, it may be beneficial to do so for HSS or HLR vendors as standardisation would reduce the number of implementation variants requested by customers. 

As the information on whether this specific AMF-bit is to be set is subscriber-specific it should be stored in the subscriber records. However, it is not part of the subscriber profile that is sent to the serving node. 

~ ~ ~ End of fifth text proposal, variant 1 ~ ~ ~

~ ~ ~ Start of fifth text proposal, variant 2 (see note in Introduction) ~ ~ ~
6.2.2.3
Usage of e2m security
Solution#1 (except for the solution variant “key derivation on the ME (EPS AKA only)” in section 6.1.2.C) mentions the use of a, yet to be specified, bit in the Authentication Management Field (AMF) to indicate to the UE whether the UE has to derive the keys CK´ and IK´ for access security. The information on whether this specific AMF-bit is to be set or not needs to be fed into the Authentication Centre. How this information is stored and fed into the AuC does not need to be standardised from an interoperability point of view. However, it may be beneficial to do so for HSS or HLR vendors as standardisation would reduce the number of implementation variants requested by customers. 

As the information on whether this specific AMF-bit is to be set is subscriber-specific it should be stored in the subscriber records. However, it is not part of the subscriber profile that is sent to the serving node. 
NOTE: The use of an AMF bit, as described above, is still open. If used it would imply that that there are two kinds of AKA runs: (1) AMF bit set: access security keys for use between UE and SGSN and e2m keys for use between UE and EMSE are derived; (2) AMF bit not set: only access keys are derived. The third case, namely an AKA run that establishes ONLY e2m keys, should not arise as it would necessitate significant changes to the security as defined today between UE and SGSN: the SGSN would have to support running an AKA without deriving access keys, and, in particular, the SGSN would have to interpret the AMF bit.
~ ~ ~ End of fifth text proposal, variant 2 ~ ~ ~
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