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Summary of MCPTT drafting meeting. SA3 are asked to formally acknowledge the items of consensus below, such that they become formal agreements. These agreements shall be the basis on which other revised and new contributions to MCPTT will be submitted for this meeting.
Topic: Authentication Flow (Order of security processes)

The meeting discussed the order and relationship of the “three” authentication and authorisation steps A1, B1, C1 (figure 7.1.3-1 from tdoc S152510 as below was used for the purpose of focusing discussion on general principle, however meeting did not specifically endorse S3-152510 or any specific solution).
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Consensus:- If a UE completes steps B1 & B2 and has not yet completed C1& C2, then the MCPTT user should be able to enter a ‘limited service’ state. In this limited state (where they are not registered to the MCPTT service), they must be able to make an anonymous MCPTT emergency call (or similar actions / services).

· Third party registration in B2 allows the MCPTT server to know “somebody” has connected prior to MCPTT user registration.
Consensus:- In order to undertake IMS Authentication in all deployments, “Whichever SIP CORE you register with, must provide the ISIM / USIM”.
Consensus:- Steps A1 & B1 may be completed in either order.

· For Scenarios where the order has an impact on the identity bindings between SIP layer (IMPU / IMPI) and the MCPTT service user identities, a re-registration can be performed as necessary to update identities as necessary.

Consensus:- Step A1 shall be named “MCPTT User Authentication”




    Step C1 shall be named “MCPTT User Service Authorisation”.
Consensus:- A common generic authentication flow diagram shall be placed at the start of the TS which can be used for all solutions / scenarios. Common supporting text shall be provided using the labels and descriptions agreed above.

· Action : Rapporteur (Peter) agreed to produce the common diagram / text and find an appropriate location in the TS.

Consensus:- HSS may require an interface to ID Management Server for blackberry solution to update bindings between IMPUs and IMPIs.

· There may be issues with this for very large scaling.

· However meeting noted this is only one possible deployment option / model for the blackberry solution.

ALU queried whether there was an SA1 service requirement to be able to change IMS layer registration relative to MCPTT Identities (i.e. the shared UE scenario).

· Meeting considered there was no specific requirement but suitable IMS procedures exist (i.e. re-registration).

· However there are requirements to share devices, so meeting concluded this scenario was valid.

· Motorola solution would also support this mapping update.
------------------------------------------------------------------------------------------------------------------------------------
Topic: Analysis of solutions (as per tdocs S3-152442 / 222).
Meeting discussed ALU comments in 442.

Consensus: Some documents / TS incorrectly refer to TR33.895 rather than TR33.995.

· ACTION: Rapporteur (Peter) to correct any such reference from 895 to 995.
Meeting reviewed the scope of 33.995 to assess its applicability to limited or generic SSO scenarios. Meeting generally concluded that while 33.995 is not specifically limited to OpenID based scenarios, only OpenID based EXAMPLE message flows are given. 

There then followed a rather protracted discussion on TR 33.995 scope between Interdigital, ALU and Motorola, with comments from CESG, Ericsson and Samsung.

Sheila (US Dept Commerce) broke the deadlock by concluding that what was really required was a framework which supports multiple authentication schemes. The meeting attendees all consider this was a good way forward.
Consensus:- Meeting concluded that a Framework is required which supports different authentication solutions.
Consensus:- Within that framework, 33.995 based solution could be used, as one possible option.

Topic:- Framework discussion.

Consensus:- Framework needs to define interfaces

Consensus:- Framework shall support the following high level requirements (jpg below)
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Consensus:- meeting agreed to delete all text in section 8.2 as provided by tdoc S3-152222. This text will be replaced with Framework agreement text.

Consensus:- Meeting agreed that SA3 like large tables which span multiple pages and are therefore difficult to understand. Rapporteur should make every effort to retain the table once all the text has been removed, until somebody contributes a larger even more unwieldy one.

Based on figure 7.2-1 from TR 33.879
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Consensus:- Framework shall apply to step 3 above, based on the following three sub-steps;

· Step 3A – Setup secure tunnel to IdM (SA Establishment)

· Step 3B – Authentication Process (User Proves Identity)

· Step 3C – Delivery of Unique Credential to MCPTT Client, for MCPTT Service Authentication.

Consensus:- Following Step 3C, the MCPTT client uses the Credentials from 3C to perform MCPTT Service Authorisation as per Step 4 above. However this step is not considered part of the “Framework”.

Consensus:- Need to establish a binding between Credential (from step 3C) and Ids used in SIP for the user.

Consensus:- Step 3A, 3B, 3C to go into TS.

Consensus:- “Editor’s Note:- This is just the start, more detail required.” To be added with Steps 3A – 3C.

--------------------------------------------------------------------------------------------------------------------------------
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