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Abstract of the contribution: This contribution proposes text for TS 33.179 on the signalling plane protection for MCPTT service.
1. Introduction

Based on the conclusion made in the last SA3#80 meeting on SIP-1 (Gm) interface security, this contribution proposes text on the same for TS 33.179. 
Further this contribution proposes text for the TS 33.179 on signalling plane protections for HTTP-1 and Intra/Inter domain security.
2. pCR
***************First Change****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".
[xx]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[aa]
3GPP TS 33.203: "3G security; Access security for IP-based services".
[zz]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
***************Second Change****************
X
Signalling plane protection

X.1
SIP-1 interface security 

The security mechanisms as specified in TS 33.203 [aa] for Gm interface shall be used to provide confidentiality and integrity of signalling on SIP-1 interface. 

X.2
HTTP-1 interface security 

The support of Transport Layer Security (TLS) on HTTP-1 is mandatory. The profile for TLS implementation and usage shall follow the provisions given in TS 33.310 [xx], Annex E. 
If the PSK TLS based authentication mechanism is supported, the HTTP client in the MCPTT UE and the HTTP Proxy shall support the TLS version, PSK Ciphersuites and TLS Extensions as specified in the TLS profile given in TS 33.310 [xx], Annex E. The usage of Pre-Shared Key Ciphersuites for TLS is specified in the TLS profile given in TS 33.310 [xx], Annex E.
Y
Inter/Intra domain interface security

For all interfaces between network elements within trusted domain or between the trusted domains, namely HTTP-2, HTTP-3, SIP-2 and SIP-3:

- TS 33.210 [zz] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

- TS 33.310 [xx] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [zz] unless specified otherwise in the present document.
NOTE:
For the case of an interface between two network elements in the same trusted domain, TS 33.210 [zz] does not mandate the protection of the interface by means of IPsec.  However, it is up to the domain administrator’s policy to also protect interfaces within the same trusted domain.
SEG as specified in TS 33.210 [zz] may be used in the trusted domain to terminate the IPsec tunnel.
***************End of Changes****************
3. Conclusion
SA3 is kindly requested to agree the pCR (section 2) for TS 33.179
