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Abstract of the contribution: This contribution proposes text for TS 33.179 on the authentication procedures for MCPTT service.
1. Introduction

Based on the conclusion made in the last SA3#80 meeting for IMS based SIP core and reply LS from SA6 on the Cx interface, this contribution proposes normative text for the authentication procedure. 
Further this contribution proposes text for the TS 33.179 on authentication procedure for MCPTT service.
2. pCR
***************First Change****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".
[zz]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[xx]
3GPP TS 33.203: "3G security; Access security for IP-based services".
[bb]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[aa]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[yy]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
***************Second Change****************
X
Authentication procedures
X.1
General 

X.2
LTE access authentication and security mechanism 

MCPTT UE shall perform the authentication and security mechanisms as specified in TS 33.401 [zz] for LTE network access security. 
X.3
Authentication for SIP core access 
This clause specifies the mutual authentication between the UE and the SIP core.
IMS AKA authentication shall be performed as specified in TS 33.203 [xx] for SIP core access. IMS AKA authentication mechanism as specified in TS 33.203[xx] shall be performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 [bb] or not. 
Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the MCPTT service provider’s SIP database depending on the SIP core deployment scenarios specified in TS 23.179[2].
Implementation options and requirements on the ISIM or USIM application to support SIP core access security are specified in TS 33.203[xx].
X.4
Authentication for HTTP-1
Based on the configuration provided with the MCPTT client in the UE, one of the following authentication mechanisms shall be performed between the HTTP Client in the MCPTT UE and the HTTP Proxy:

· one-way authentication of the HTTP Proxy based on the server certificate 
· mutual authentication based on certificates
· mutual authentication based on pre-shared key 
If authentication based on certificate is performed, then the profiles as given in TS 33.310 [aa], clauses 6.1.3a and 6.1.4a shall be used. The structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based mutual authentication is provided in TS 33.222 [yy], Annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) is specified in the TLS profile given in TS 33.310 [20], Annex E.
Editor’s Note: TS 23.179 specifies that HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002 [vv] . Security for Ut reference point allows also other authentication options as specified above, which is ffs whether they would be suitable for MCPTT.
***************End of Changes****************

3. Conclusion
SA3 is kindly requested to agree the pCR (section 2) for TS 33.179
